[image: image9.png]0

I

0




North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

via email & posted for interested parties, November 22, 2021

TO:
Board Strategy Committee:  Cade Burks, Debbie McKeever, Dave Darnell, Valerie Crockett, Michael Desselle, Mark Lauby, Lorraine Cross, Timothy Simon, Terry Thorn, Sue Tierney

FROM: 
Rae McQuade

RE:
Summarized and Compiled Individual Cybersecurity Survey Data – November 30, 2021

Dear Committee Members – 


Please find below tables containing the summarized data of the 16 responses we received in response to the October 21, 2022 cybersecurity survey we distributed to the Board of Directors and Advisory Council Members. 
Summary Data 
	Alternative Models for the Adoption and Maintenance of Cybersecurity Related Standards
	Strongly Support
	Support
	Do Not Support
	No Opinion

	Alternative 1: NAESB should maintain all cybersecurity related standards for each quadrant in a single “book” that can be submitted to the FERC or NARUC on a more frequent basis than the current publication cycle.
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	Alternative Models for the Adoption and Maintenance of Cybersecurity Related Standards
	Strongly Support
	Support
	Do Not Support
	No Opinion

	Alternative 2: NAESB should maintain cybersecurity related specifications for each quadrant and the quadrant standards should reference specification requirements   
	5
	5
	5
	1
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	Alternative Models for the Adoption and Maintenance of Cybersecurity Related Standards
	Strongly Support
	Support
	Do Not Support
	No Opinion

	Alternative 3: NAESB should develop a certification program specific to the NAESB cybersecurity related standards and/or specifications
	8
	3
	4
	1
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	Alternative Models for the Adoption and Maintenance of Cybersecurity Related Standards
	Strongly Support
	Support
	Do Not Support
	No Opinion

	Alternative 4: NAESB should take no action to modify the current process for the development, adoption and maintenance of its cybersecurity related standards
	4
	0
	12
	0
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Individual Responses & Comments

	Alternative Models for the Adoption and Maintenance of Cybersecurity Related Standards
	Strongly Support
	Support
	Do Not Support
	No Opinion
	Preference

	Alternative 1: NAESB should maintain all cybersecurity related standards for each quadrant in a single “book” that can be submitted to the FERC or NARUC on a more frequent basis than the current publication cycle.

	Individual Responses
	Valerie Crockett, TVA
	X
	
	
	
	1st

	
	Leigh Spangler, ESG 
	
	
	X
	
	3rd 

	
	Annabelle Lee, Nevermore Security
	X
	
	
	
	1st 

	
	Cade Burks, Big Data Energy Services
	X
	
	
	
	1st 

	
	Bruce Ellsworth, NYSRC
	X
	
	
	
	2nd 

	
	Michael Desselle, SPP
	X
	
	
	
	1st 

	
	Emil Pena, EPII
	X
	
	
	
	1st 

	
	Scott Brown, Exelon – Retired
	X
	
	
	
	1st 

	
	Gene Nowak, Kinder Morgan
	
	
	X
	
	

	
	Megan Miller, Enbridge (U.S.), Inc.
	
	X
	
	
	1st 

	
	Steve McCord, TC Energy Corp
	
	X
	
	
	2nd

	
	Kim Van Pelt, Boardwalk Pipelines
	
	
	X
	
	

	
	Dave Darnell, Systrends
	X
	
	
	
	1st 

	
	Dick Brooks, Reliable Energy Analytics
	X
	
	
	
	1st 

	
	Keith Sappenfield, Corpus Christi Liquification
	X
	
	
	
	1st 

	
	Michelle Brocklesby, Latitude
	X
	
	
	
	2nd

	Alternative Models for the Adoption and Maintenance of Cybersecurity Related Standards
	Strongly Support
	Support
	Do Not Support
	No Opinion
	Preference

	Alternative 2: NAESB should maintain cybersecurity related specifications for each quadrant and the quadrant standards should reference specification requirements   

	Individual Responses
	Valerie Crockett, TVA
	X
	
	
	
	3rd 

	
	Leigh Spangler, ESG 
	
	
	
	X
	2nd 

	
	Annabelle Lee, Nevermore Security
	
	X
	
	
	3rd 

	
	Cade Burks, Big Data Energy Services
	
	X
	
	
	3rd 

	
	Bruce Ellsworth, NYSRC
	X
	
	
	
	3rd 

	
	Michael Desselle, SPP
	
	X
	
	
	3rd 

	
	Emil Pena, EPII
	X
	
	
	
	

	
	Scott Brown, Exelon – Retired
	
	X
	
	
	3rd 

	
	Gene Nowak, Kinder Morgan
	
	
	X
	
	

	
	Megan Miller, Enbridge (U.S.), Inc.
	
	
	X
	
	4th 

	
	Steve McCord, TC Energy Corp
	
	
	X
	
	

	
	Kim Van Pelt, Boardwalk Pipelines
	
	
	X
	
	

	
	Dave Darnell, Systrends
	X
	
	
	
	3rd 

	
	Dick Brooks, Reliable Energy Analytics
	
	X
	
	
	2nd 

	
	Keith Sappenfield, Corpus Christi Liquification
	
	
	X
	
	

	
	Michelle Brocklesby, Latitude
	X
	
	
	
	1st 

	Alternative Models for the Adoption and Maintenance of Cybersecurity Related Standards
	Strongly Support
	Support
	Do Not Support
	No Opinion
	Preference

	Alternative 3: NAESB should develop a certification program specific to the NAESB cybersecurity related standards and/or specifications

	Individual Responses
	Valerie Crockett, TVA
	X
	
	
	
	2nd 

	
	Leigh Spangler, ESG 
	
	X
	
	
	1st 

	
	Annabelle Lee, Nevermore Security
	
	X
	
	
	2nd 

	
	Cade Burks, Big Data Energy Services
	X
	
	
	
	2nd 

	
	Bruce Ellsworth, NYSRC
	X
	
	
	
	1st 

	
	Michael Desselle, SPP
	X
	
	
	
	2nd 

	
	Emil Pena, EPII
	X
	
	
	
	

	
	Scott Brown, Exelon – Retired
	
	X
	
	
	2nd 

	
	Gene Nowak, Kinder Morgan
	
	
	X
	
	

	
	Megan Miller, Enbridge (U.S.), Inc.
	
	
	X
	
	2nd 

	
	Steve McCord, TC Energy Corp
	
	
	X
	
	1st    

	
	Kim Van Pelt, Boardwalk Pipelines
	
	
	X
	
	

	
	Dave Darnell, Systrends
	X
	
	
	
	2nd 

	
	Dick Brooks, Reliable Energy Analytics
	
	
	
	X
	3rd 

	
	Keith Sappenfield, Corpus Christi Liquification
	X
	
	
	
	

	
	Michelle Brocklesby, Latitude
	X
	
	
	
	3rd

	Alternative Models for the Adoption and Maintenance of Cybersecurity Related Standards
	Strongly Support
	Support
	Do Not Support
	No Opinion
	Preference

	Alternative 4: NAESB should take no action to modify the current process for the development, adoption and maintenance of its cybersecurity related standards

	Individual Responses
	Valerie Crockett, TVA
	
	
	X
	
	4th 

	
	Leigh Spangler, ESG 
	
	
	X
	
	4th 

	
	Annabelle Lee, Nevermore Security
	
	
	X
	
	4th 

	
	Cade Burks, Big Data Energy Services
	
	
	X
	
	4th 

	
	Bruce Ellsworth, NYSRC
	
	
	X
	
	4th 

	
	Michael Desselle, SPP
	
	
	X
	
	4th 

	
	Emil Pena, EPII
	
	
	X
	
	4th 

	
	Scott Brown, Exelon – Retired
	
	
	X
	
	4th 

	
	Gene Nowak, Kinder Morgan
	X
	
	
	
	1st 

	
	Megan Miller, Enbridge (U.S.), Inc.
	X
	
	
	
	3rd 

	
	Steve McCord, TC Energy Corp
	X
	
	
	
	1st 

	
	Kim Van Pelt, Boardwalk Pipelines
	X
	
	
	
	1st 

	
	Dave Darnell, Systrends
	
	
	X
	
	4th 

	
	Dick Brooks, Reliable Energy Analytics
	
	
	X
	
	4th 

	
	Keith Sappenfield, Corpus Christi Liquification
	
	
	X
	
	4th 

	
	Michelle Brocklesby, Latitude
	
	
	X
	
	4th 


	Open Ended Questions
	Responses

	Please provide any other alternatives that you believe the Board Strategy Committee should consider in response to the recommendation of the Department of Energy and Sandia National Laboratories

	
	Leigh Spangler, ESG 
	I see the issue here as one of timing - that is, moving quickly on creating and standard emerging cyber standards for implementation by the industry. It is not clear (to me) how any of the above approaches accelerates that issue. Perhaps a page from our recent Covid experience could help – start with a quick “Emergency Authorization” process to thwart the threat, and then follow up with more traditional standardization methods.

	
	Cade Burks, Big Data Energy Services
	Develop Incident Response Standards and processes supporting those standards as an industry.  NAESB should consider updating their role to more proactively address cybersecurity threats, incidents, and reporting.  

	
	Emil Pena, EPII
	The Board Strategy Committee should consider international cyber security efforts like the International Centre for Cyber Security and Safety- ICCSS and the International Manual for Industry being developed and published.

	
	Gene Nowak, Kinder Morgan
	None. The Federal TSA issues Security directives. NAESB committees create/update standards if required.

	
	Megan Miller, Enbridge (U.S.), Inc.
	Ask FERC what NAESB can do to help FERC process cybersecurity updates to WGQ standards in a more expedited manner.

	
	Kim Van Pelt, Boardwalk Pipelines
	There is no need to change the current NAESB process to review and modify, as needed, Quadrant Electronic Delivery Mechanism (QEDM) and Internet Electronic Transport (IET) related standards prior to each publication and in response to Sandia Surety assessments and/or business practices required by FERC.  Since NAESB sets its own publication schedule for each quadrant, standards can be created, modified, and/or deleted and published in a timely manner to respond to industry requests and annual plan items.  In addition, standards such as WGQ Standard No. 4.3.109 and 10.3.28 were adopted so that individual organizations can respond in a timely manner to security changes and risks.

Additionally, in light of the Security Directives issued by the TSA to enhance pipeline cybersecurity, it’s not necessary for NAESB to expand its existing standards-setting processes.

	
	Dick Brooks, Reliable Energy Analytics
	New legislation, H.R. 4611, is making its way through Congress, passing the House on 10/20/2021 with a vote of 412-2. The new bill requires companies to supply Software Bill of Materials (SBOM) and Vulnerability Disclosures to the DHS for new and existing government contracts to address software supply chain risks. At present, there is no standard format to communicate the information specified in H.R. 4611, which may present an opportunity for NAESB to provide a standard “Vendor Response File” format for consideration. An open-source, free to use Vendor Response Format is available online, to serve as a strawman proposal for this purpose: https://github.com/rjb4standards/REA-Products 

	
	Keith Sappenfield, Corpus Christi Liquification
	Continue to conduct NAESB Cybersecurity Updates in response to recommendations of DOE and SNL

	
	Michelle Brocklesby, Latitude
	Annual review is appropriate. The cyber threats are a fast moving target.

	Specific to the retail markets, are there actions that NAESB could take to support the utilization of the most recent cybersecurity requirements contained in the latest versions of the RMQ standards?

	
	Cade Burks, Big Data Energy Services
	Education, Education, Education!  The PUC commissioners and staff view this area more as a state or regional issue, but do not always the value of keeping up and mandating the use of the latest cybersecurity standards.

	
	Michael Desselle, SPP
	NARUC outreach and adoption.

	
	Emil Pena, EPII
	There should be an effort to focus on agreed upon centralized cybersecurity requirements for all utilities.


Additional Comments

Annabelle Lee, Nevermore Security:  I am a bit confused by alternatives 1 and 2. Does 1 mean that you will only submit to FERC/NARUC when all the quadrants have updated cybersecurity standards? If this interpretation is correct, I don’t believe this will speed up the process. For 2, I am not sure what “reference specification requirements” means. Are these different from the cybersecurity requirements? If so, what are they?

Steve McCord, TC Energy Corp:  For Alternative 1, I am in support of this alternative based on the NAESB’s clarification that the intent here is to have a separate Cybersecurity book for each quadrant.  I initially did not read the alternative in this manner.  To be clear, I am in support of combining the NAESB Cybersecurity Standards for each quadrant into separate quadrant books for FERC’s review; however, I would not be in support of combining the Cybersecurity Standards for all quadrants into a single book.  If we are looking to be more nimble and provide the ability for FERC to approve Cybersecurity Standards at a faster pace, I feel that combining the standards across all quadrants into a single book would be counterproductive and tend to slow the process down. 

In Alternative 2, I am a confused on how this process would work.  If I understand correctly, this process would involve a set of Standards which reference cybersecurity specifications, and the individual specifications would then be created/modified and applied without being formally adopted by FERC.  If that is the case, I am not in support of such an action as it would seem to circumvent FERC’s approval of the specifications which is a key component of the Standards making process.  If the specifications would also require the approval of FERC, I could be in support of this alternative. 

In Alternative 3, we propose initiating a certification process for the cybersecurity standards.  I fail to see how this could improve the adoption process for cybersecurity standards, make the process more nimble or provide any benefit for the industry.  I am not in support of this alternative.

Alternative 4 allows for taking no action at this time to modify our current processes.  I am in support of this alternative.  I believe the current NAESB process continues to serve the WGQ quadrant well.  We have not encountered urgent situations where reaction times for NAESB level cybersecurity were significantly delayed due to our current structure, and I am confident that we would be able to work within our current structure to resolve such issues were any to arise.
Kim Van Pelt, Boardwalk Pipelines:  Ranking preferences presupposes a level of support that may not exist.

Michelle Brocklesby, Latitude: With regard to option 2 – our opinion is that if the standards and specifications are made too prescriptive, then we will run into smaller organizations that cannot support them. For example, if you require each company to hire a CISSP, organizations will have to hire them and they are scarce resources, driving up costs. If they are too vague, then legal issues will arise.

NAESB should take action. If we don’t, the government will. The industry should take responsibility, or the regulations and requirements will be mandated.

Certifications should be required but they should be broken down into manageable steps for the smaller organizations.
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Chart1

		Strongly Support
NAESB should maintain all cybersecurity related standards for each quadrant in a single “book” that can be submitted to the FERC or NARUC on a more frequent basis than the current publication cycle.

		Support

		Do Not Support

		No Opinion



Percentage of Support for Alternative 3

Percentage of Support for Alternative 3

0.5

0.19

0.25

0.06



Raw Data

		

		Support Committee		18

		Ind Response		11

						Relevancy						Urgency

						No		Future		Now		Not Needed		Already Exists		Helpful & Emerging		Helpful & Not Emerging

		Support Committee(18)

		DLT				0		4.5		13.5		0		0		13.5		4.5

		IOT				3		7.5		7.5		1.8		0		12.6		3.6

		DA				6		9		3		5.4		1.8		7.2		3.6

		REC				1.6		8.2		8.2		0		0		12.6		5.4

		DER				1.6		8.2		8.2		0		0		12.6		5.4						ee

		EU				6		6		6		0		3.2		11.5		3.3

		5G				4.5		10.5		3		7.2		1.8		5.4		3.6

		Cyber				0		1.5		16.5		0		0		16.5		1.5

		DG				1.5		9		7.5		0		0		16.2		1.8

		Cloud				3		9		6		0		1.8		10.8		5.4

		Individual Response  (max 11)

		DLT				0		3		8		0		0		10		1

		IOT				2		5		4		1		0		7		1

		DA				5		3		3		2		1		4		1

		REC				2		3		5		0		0		8		0

		DER				1		4		5		0		0		8		1

		EU				2		4		5		0		2		7		0

		5G				4		5		2		3		2		4		0

		Cyber				0		0		11		0		0		10		1

		DG				2		5		4		1		0		7		1

		Cloud				3		4		4		0		2		6		0

		Total Responses

		DLT				0		7.5		21.5		0		0		23.5		5.5		58

		IOT				5		12.5		11.5		2.8		0		19.6		4.6		56

		DA				11		12		6		7.4		2.8		11.2		4.6		55

		REC				3.6		11.2		13.2		0		0		20.6		5.4		54

		DER				2.6		12.2		13.2		0		0		20.6		6.4		55

		EU				8		10		11		0		5.2		18.5		3.3		56

		5G				8.5		15.5		5		10.2		3.8		9.4		3.6		56

		Cyber				0		1.5		27.5		0		0		26.5		2.5		58

		DG				3.5		14		11.5		1		0		23.2		2.8		56

		Cloud				6		13		10		0		3.8		16.8		5.4		55

		Percentages

		DLT				0.0		25.9		74.1		0.0		0.0		81.0		19.0

		IOT				17.2		43.1		39.7		10.4		0.0		72.6		17.0

		DA				37.9		41.4		20.7		28.5		10.8		43.1		17.7

		REC				12.9		40.0		47.1		0.0		0.0		79.2		20.8

		DER				9.3		43.6		47.1		0.0		0.0		76.3		23.7

		EU				27.6		34.5		37.9		0.0		19.3		68.5		12.2

		5G				29.3		53.4		17.2		37.8		14.1		34.8		13.3

		Cyber				0.0		5.2		94.8		0.0		0.0		91.4		8.6

		DG				12.1		48.3		39.7		3.7		0.0		85.9		10.4

		Cloud				20.7		44.8		34.5		0.0		14.6		64.6		20.8





Comparison

		

						Distributed Ledger Technology		Internet of Things		5G		Improved Data Analytics		RE Certificate Tracking & Accounting		DER Comm. Protocols		Cybersecurity		Energy Usage Data		Data Governance		Cloud Hosting, Processing, Transit & Storage

		Relevancy to NAESB		Not Relevant		0		0.5		29.3		37.9		12.9		9.3		0		27.6		12.1		20.7

				Relevant in the future		25.9		0.19		53.4		41.4		40		43.6		5.2		34.5		48.3		44.8

				Relevant Now		74.1		0.25		17.2		20.7		47.1		47.1		94.8		37.9		39.7		34.5

		Level of Priority for Standards Development		Not Needed		0		0		0		28.5		0		0		0		0		3.7		0

				Already Exists		0		0		0		10.8		0		0		0		19.3		0		14.6

				Helpful and Emerging		81		0		0		43.1		79.2		76.3		91.4		68.5		85.9		64.6

				Helpful and Not Emerging		19		0		0		17.7		20.8		23.7		8.6		12.2		10.4		20.8

		Comparison of Relevant Standards Development Areas

		Relevancy		Standards Development Area		Helpful & Emerging		Helpful & Not Emerging

		Relevant Now to NAESB Activities		Cybersecurity		91.4		8.6

				Distributed Ledger Technology		81		19

		Relevant to Future NAESB Activities		RE Certificate Tracking & Reporting		79.2		20.8

				DER Comm Protocols		76.3		23.7

				Internet of Things		72.6		17

				Data Governance		85.9		10.4

				Cloud Hosting, Processing, Transit & Storage		64.6		20.8

				Energy Usage Data		68.5		12.2

				Improved Data Analytics		43.1		17.7

				5G		34.8		13.3

						100		0.44		70.6		62.1		87.1		90.7		100		72.4		88		79.3





Comparison

		



Helpful & Emerging

Helpful & Not Emerging

Comparison of Relevant Standards Development Areas



DLT

		

						Distributed Ledger Technology

		Relevancy to NAESB		Not Relevant		0

				Relevant in the future		25.9

				Relevant Now		74.1

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		81

				Helpful and Not Emerging		19





DLT

		



Distributed Ledger Technology



IoT

		

						Percentage of Support for Alternative 3

		NAESB should maintain all cybersecurity related standards for each quadrant in a single “book” that can be submitted to the FERC or NARUC on a more frequent basis than the current publication cycle.		Strongly Support		50%

				Support		19%

				Do Not Support		25%

				No Opinion		6%





IoT

		



Percentage of Support for Alternative 3



5G

		

						Preference for Alterntative 3

		Relevancy to NAESB		Most		3				1

				2nd		7				2

				3rd		2				7

				Least		1				1





5G

		



Preference for Alterntative 3



Imp DA

		

						Improved Data Analytics

		Relevancy to NAESB		Not Relevant		37.9

				Relevant in the future		41.4

				Relevant Now		20.7

		Level of Priority for Standards Development		Not Needed		28.5

				Already Exists		10.8

				Helpful and Emerging		43.1

				Helpful and Not Emerging		17.7





Imp DA

		



Improved Data Analytics



REC

		

						RE Certificate Tracking & Accounting

		Relevancy to NAESB		Not Relevant		12.9

				Relevant in the future		40

				Relevant Now		47.1

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		79.2

				Helpful and Not Emerging		20.8





REC

		



RE Certificate Tracking & Accounting



DER

		

						DER Comm. Protocols

		Relevancy to NAESB		Not Relevant		9.3

				Relevant in the future		43.6

				Relevant Now		47.1

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		76.3

				Helpful and Not Emerging		23.7





DER

		



DER Comm. Protocols



Cyber

		

						Cybersecurity

		Relevancy to NAESB		Not Relevant		0

				Relevant in the future		5.2

				Relevant Now		94.8

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		91.4

				Helpful and Not Emerging		8.6





Cyber

		



Cybersecurity



Energy U

		

						Energy Usage Data

		Relevancy to NAESB		Not Relevant		27.6

				Relevant in the future		34.5

				Relevant Now		37.9

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		19.3

				Helpful and Emerging		68.5

				Helpful and Not Emerging		12.2





Energy U

		



Energy Usage Data



Data G

		

						Data Governance

		Relevancy to NAESB		Not Relevant		12.1

				Relevant in the future		48.3

				Relevant Now		39.7

		Level of Priority for Standards Development		Not Needed		3.7

				Already Exists		0

				Helpful and Emerging		85.9

				Helpful and Not Emerging		10.4





Data G

		



Data Governance



Cloud

		

						Cloud Hosting, Processing, Transit & Storage

		Relevancy to NAESB		Not Relevant		20.7

				Relevant in the future		44.8

				Relevant Now		34.5

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		14.6

				Helpful and Emerging		64.6

				Helpful and Not Emerging		20.8





Cloud

		



Cloud Hosting, Processing, Transit & Storage
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Chart1

		Strongly Support
NAESB should maintain all cybersecurity related standards for each quadrant in a single “book” that can be submitted to the FERC or NARUC on a more frequent basis than the current publication cycle.

		Do Not Support



Percentage of Support for Alternative 3

Percentage of Support for Alternative 4

0.25

0.75



Raw Data

		

		Support Committee		18

		Ind Response		11

						Relevancy						Urgency

						No		Future		Now		Not Needed		Already Exists		Helpful & Emerging		Helpful & Not Emerging

		Support Committee(18)

		DLT				0		4.5		13.5		0		0		13.5		4.5

		IOT				3		7.5		7.5		1.8		0		12.6		3.6

		DA				6		9		3		5.4		1.8		7.2		3.6

		REC				1.6		8.2		8.2		0		0		12.6		5.4

		DER				1.6		8.2		8.2		0		0		12.6		5.4						ee

		EU				6		6		6		0		3.2		11.5		3.3

		5G				4.5		10.5		3		7.2		1.8		5.4		3.6

		Cyber				0		1.5		16.5		0		0		16.5		1.5

		DG				1.5		9		7.5		0		0		16.2		1.8

		Cloud				3		9		6		0		1.8		10.8		5.4

		Individual Response  (max 11)

		DLT				0		3		8		0		0		10		1

		IOT				2		5		4		1		0		7		1

		DA				5		3		3		2		1		4		1

		REC				2		3		5		0		0		8		0

		DER				1		4		5		0		0		8		1

		EU				2		4		5		0		2		7		0

		5G				4		5		2		3		2		4		0

		Cyber				0		0		11		0		0		10		1

		DG				2		5		4		1		0		7		1

		Cloud				3		4		4		0		2		6		0

		Total Responses

		DLT				0		7.5		21.5		0		0		23.5		5.5		58

		IOT				5		12.5		11.5		2.8		0		19.6		4.6		56

		DA				11		12		6		7.4		2.8		11.2		4.6		55

		REC				3.6		11.2		13.2		0		0		20.6		5.4		54

		DER				2.6		12.2		13.2		0		0		20.6		6.4		55

		EU				8		10		11		0		5.2		18.5		3.3		56

		5G				8.5		15.5		5		10.2		3.8		9.4		3.6		56

		Cyber				0		1.5		27.5		0		0		26.5		2.5		58

		DG				3.5		14		11.5		1		0		23.2		2.8		56

		Cloud				6		13		10		0		3.8		16.8		5.4		55

		Percentages

		DLT				0.0		25.9		74.1		0.0		0.0		81.0		19.0

		IOT				17.2		43.1		39.7		10.4		0.0		72.6		17.0

		DA				37.9		41.4		20.7		28.5		10.8		43.1		17.7

		REC				12.9		40.0		47.1		0.0		0.0		79.2		20.8

		DER				9.3		43.6		47.1		0.0		0.0		76.3		23.7

		EU				27.6		34.5		37.9		0.0		19.3		68.5		12.2

		5G				29.3		53.4		17.2		37.8		14.1		34.8		13.3

		Cyber				0.0		5.2		94.8		0.0		0.0		91.4		8.6

		DG				12.1		48.3		39.7		3.7		0.0		85.9		10.4

		Cloud				20.7		44.8		34.5		0.0		14.6		64.6		20.8





Comparison

		

						Distributed Ledger Technology		Internet of Things		5G		Improved Data Analytics		RE Certificate Tracking & Accounting		DER Comm. Protocols		Cybersecurity		Energy Usage Data		Data Governance		Cloud Hosting, Processing, Transit & Storage

		Relevancy to NAESB		Not Relevant		0		0.25		29.3		37.9		12.9		9.3		0		27.6		12.1		20.7

				Relevant in the future		25.9		0.75		53.4		41.4		40		43.6		5.2		34.5		48.3		44.8

				Relevant Now		74.1		0.25		17.2		20.7		47.1		47.1		94.8		37.9		39.7		34.5

		Level of Priority for Standards Development		Not Needed		0		0		0		28.5		0		0		0		0		3.7		0

				Already Exists		0		0		0		10.8		0		0		0		19.3		0		14.6

				Helpful and Emerging		81		0		0		43.1		79.2		76.3		91.4		68.5		85.9		64.6

				Helpful and Not Emerging		19		0		0		17.7		20.8		23.7		8.6		12.2		10.4		20.8

		Comparison of Relevant Standards Development Areas

		Relevancy		Standards Development Area		Helpful & Emerging		Helpful & Not Emerging

		Relevant Now to NAESB Activities		Cybersecurity		91.4		8.6

				Distributed Ledger Technology		81		19

		Relevant to Future NAESB Activities		RE Certificate Tracking & Reporting		79.2		20.8

				DER Comm Protocols		76.3		23.7

				Internet of Things		72.6		17

				Data Governance		85.9		10.4

				Cloud Hosting, Processing, Transit & Storage		64.6		20.8

				Energy Usage Data		68.5		12.2

				Improved Data Analytics		43.1		17.7

				5G		34.8		13.3

						100		1		70.6		62.1		87.1		90.7		100		72.4		88		79.3





Comparison

		



Helpful & Emerging

Helpful & Not Emerging

Comparison of Relevant Standards Development Areas



DLT

		

						Distributed Ledger Technology

		Relevancy to NAESB		Not Relevant		0

				Relevant in the future		25.9

				Relevant Now		74.1

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		81

				Helpful and Not Emerging		19





DLT

		



Distributed Ledger Technology



IoT

		

						Percentage of Support for Alternative 3

		NAESB should maintain all cybersecurity related standards for each quadrant in a single “book” that can be submitted to the FERC or NARUC on a more frequent basis than the current publication cycle.		Strongly Support		25%

				Do Not Support		75%

				Do Not Support		25%

				No Opinion		6%





IoT

		



Percentage of Support for Alternative 3



5G

		

						Preference for Alterntative 3

		Relevancy to NAESB		Most		3				1

				2nd		7				2

				3rd		2				7

				Least		1				1





5G

		



Preference for Alterntative 3



Imp DA

		

						Improved Data Analytics

		Relevancy to NAESB		Not Relevant		37.9

				Relevant in the future		41.4

				Relevant Now		20.7

		Level of Priority for Standards Development		Not Needed		28.5

				Already Exists		10.8

				Helpful and Emerging		43.1

				Helpful and Not Emerging		17.7





Imp DA

		



Improved Data Analytics



REC

		

						RE Certificate Tracking & Accounting

		Relevancy to NAESB		Not Relevant		12.9

				Relevant in the future		40

				Relevant Now		47.1

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		79.2

				Helpful and Not Emerging		20.8





REC

		



RE Certificate Tracking & Accounting



DER

		

						DER Comm. Protocols

		Relevancy to NAESB		Not Relevant		9.3

				Relevant in the future		43.6

				Relevant Now		47.1

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		76.3

				Helpful and Not Emerging		23.7





DER

		



DER Comm. Protocols



Cyber

		

						Cybersecurity

		Relevancy to NAESB		Not Relevant		0

				Relevant in the future		5.2

				Relevant Now		94.8

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		91.4

				Helpful and Not Emerging		8.6





Cyber

		



Cybersecurity



Energy U

		

						Energy Usage Data

		Relevancy to NAESB		Not Relevant		27.6

				Relevant in the future		34.5

				Relevant Now		37.9

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		19.3

				Helpful and Emerging		68.5

				Helpful and Not Emerging		12.2





Energy U

		



Energy Usage Data



Data G

		

						Data Governance

		Relevancy to NAESB		Not Relevant		12.1

				Relevant in the future		48.3

				Relevant Now		39.7

		Level of Priority for Standards Development		Not Needed		3.7

				Already Exists		0

				Helpful and Emerging		85.9

				Helpful and Not Emerging		10.4





Data G

		



Data Governance



Cloud

		

						Cloud Hosting, Processing, Transit & Storage

		Relevancy to NAESB		Not Relevant		20.7

				Relevant in the future		44.8

				Relevant Now		34.5

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		14.6

				Helpful and Emerging		64.6

				Helpful and Not Emerging		20.8





Cloud

		



Cloud Hosting, Processing, Transit & Storage




_1699249437.xls
Chart1

		Strongly Support
NAESB should maintain all cybersecurity related standards for each quadrant in a single “book” that can be submitted to the FERC or NARUC on a more frequent basis than the current publication cycle.

		Support

		Do Not Support



Percentage of Support for Alternative 1

Percentage Support for Alternative 1

0.69

0.12

0.19



Raw Data

		

		Support Committee		18

		Ind Response		11

						Relevancy						Urgency

						No		Future		Now		Not Needed		Already Exists		Helpful & Emerging		Helpful & Not Emerging

		Support Committee(18)

		DLT				0		4.5		13.5		0		0		13.5		4.5

		IOT				3		7.5		7.5		1.8		0		12.6		3.6

		DA				6		9		3		5.4		1.8		7.2		3.6

		REC				1.6		8.2		8.2		0		0		12.6		5.4

		DER				1.6		8.2		8.2		0		0		12.6		5.4						ee

		EU				6		6		6		0		3.2		11.5		3.3

		5G				4.5		10.5		3		7.2		1.8		5.4		3.6

		Cyber				0		1.5		16.5		0		0		16.5		1.5

		DG				1.5		9		7.5		0		0		16.2		1.8

		Cloud				3		9		6		0		1.8		10.8		5.4

		Individual Response  (max 11)

		DLT				0		3		8		0		0		10		1

		IOT				2		5		4		1		0		7		1

		DA				5		3		3		2		1		4		1

		REC				2		3		5		0		0		8		0

		DER				1		4		5		0		0		8		1

		EU				2		4		5		0		2		7		0

		5G				4		5		2		3		2		4		0

		Cyber				0		0		11		0		0		10		1

		DG				2		5		4		1		0		7		1

		Cloud				3		4		4		0		2		6		0

		Total Responses

		DLT				0		7.5		21.5		0		0		23.5		5.5		58

		IOT				5		12.5		11.5		2.8		0		19.6		4.6		56

		DA				11		12		6		7.4		2.8		11.2		4.6		55

		REC				3.6		11.2		13.2		0		0		20.6		5.4		54

		DER				2.6		12.2		13.2		0		0		20.6		6.4		55

		EU				8		10		11		0		5.2		18.5		3.3		56

		5G				8.5		15.5		5		10.2		3.8		9.4		3.6		56

		Cyber				0		1.5		27.5		0		0		26.5		2.5		58

		DG				3.5		14		11.5		1		0		23.2		2.8		56

		Cloud				6		13		10		0		3.8		16.8		5.4		55

		Percentages

		DLT				0.0		25.9		74.1		0.0		0.0		81.0		19.0

		IOT				17.2		43.1		39.7		10.4		0.0		72.6		17.0

		DA				37.9		41.4		20.7		28.5		10.8		43.1		17.7

		REC				12.9		40.0		47.1		0.0		0.0		79.2		20.8

		DER				9.3		43.6		47.1		0.0		0.0		76.3		23.7

		EU				27.6		34.5		37.9		0.0		19.3		68.5		12.2

		5G				29.3		53.4		17.2		37.8		14.1		34.8		13.3

		Cyber				0.0		5.2		94.8		0.0		0.0		91.4		8.6

		DG				12.1		48.3		39.7		3.7		0.0		85.9		10.4

		Cloud				20.7		44.8		34.5		0.0		14.6		64.6		20.8





Comparison

		

						Distributed Ledger Technology		Internet of Things		5G		Improved Data Analytics		RE Certificate Tracking & Accounting		DER Comm. Protocols		Cybersecurity		Energy Usage Data		Data Governance		Cloud Hosting, Processing, Transit & Storage

		Relevancy to NAESB		Not Relevant		0		0.69		29.3		37.9		12.9		9.3		0		27.6		12.1		20.7

				Relevant in the future		25.9		0.12		53.4		41.4		40		43.6		5.2		34.5		48.3		44.8

				Relevant Now		74.1		0.19		17.2		20.7		47.1		47.1		94.8		37.9		39.7		34.5

		Level of Priority for Standards Development		Not Needed		0		0		0		28.5		0		0		0		0		3.7		0

				Already Exists		0		0		0		10.8		0		0		0		19.3		0		14.6

				Helpful and Emerging		81		0		0		43.1		79.2		76.3		91.4		68.5		85.9		64.6

				Helpful and Not Emerging		19		0		0		17.7		20.8		23.7		8.6		12.2		10.4		20.8

		Comparison of Relevant Standards Development Areas

		Relevancy		Standards Development Area		Helpful & Emerging		Helpful & Not Emerging

		Relevant Now to NAESB Activities		Cybersecurity		91.4		8.6

				Distributed Ledger Technology		81		19

		Relevant to Future NAESB Activities		RE Certificate Tracking & Reporting		79.2		20.8

				DER Comm Protocols		76.3		23.7

				Internet of Things		72.6		17

				Data Governance		85.9		10.4

				Cloud Hosting, Processing, Transit & Storage		64.6		20.8

				Energy Usage Data		68.5		12.2

				Improved Data Analytics		43.1		17.7

				5G		34.8		13.3

						100		0.31		70.6		62.1		87.1		90.7		100		72.4		88		79.3





Comparison

		



Helpful & Emerging

Helpful & Not Emerging

Comparison of Relevant Standards Development Areas



DLT

		

						Distributed Ledger Technology

		Relevancy to NAESB		Not Relevant		0

				Relevant in the future		25.9

				Relevant Now		74.1

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		81

				Helpful and Not Emerging		19





DLT

		



Distributed Ledger Technology



IoT

		

						Percentage of Support for Alternative 1

		NAESB should maintain all cybersecurity related standards for each quadrant in a single “book” that can be submitted to the FERC or NARUC on a more frequent basis than the current publication cycle.		Strongly Support		69%

				Support		12%

				Do Not Support		19%





IoT

		



Percentage of Support for Alternative 1



5G

		

						Preference for Alterntative 1

		Relevancy to NAESB		Most Preferred		10

				2nd Most Preferred		3

				3rd Most Preferred		1

				Least Preferred		0





5G

		



Preference for Alterntative 1



Imp DA

		

						Improved Data Analytics

		Relevancy to NAESB		Not Relevant		37.9

				Relevant in the future		41.4

				Relevant Now		20.7

		Level of Priority for Standards Development		Not Needed		28.5

				Already Exists		10.8

				Helpful and Emerging		43.1

				Helpful and Not Emerging		17.7





Imp DA

		



Improved Data Analytics



REC

		

						RE Certificate Tracking & Accounting

		Relevancy to NAESB		Not Relevant		12.9

				Relevant in the future		40

				Relevant Now		47.1

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		79.2

				Helpful and Not Emerging		20.8





REC

		



RE Certificate Tracking & Accounting



DER

		

						DER Comm. Protocols

		Relevancy to NAESB		Not Relevant		9.3

				Relevant in the future		43.6

				Relevant Now		47.1

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		76.3

				Helpful and Not Emerging		23.7





DER

		



DER Comm. Protocols



Cyber

		

						Cybersecurity

		Relevancy to NAESB		Not Relevant		0

				Relevant in the future		5.2

				Relevant Now		94.8

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		91.4

				Helpful and Not Emerging		8.6





Cyber

		



Cybersecurity



Energy U

		

						Energy Usage Data

		Relevancy to NAESB		Not Relevant		27.6

				Relevant in the future		34.5

				Relevant Now		37.9

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		19.3

				Helpful and Emerging		68.5

				Helpful and Not Emerging		12.2





Energy U

		



Energy Usage Data



Data G

		

						Data Governance

		Relevancy to NAESB		Not Relevant		12.1

				Relevant in the future		48.3

				Relevant Now		39.7

		Level of Priority for Standards Development		Not Needed		3.7

				Already Exists		0

				Helpful and Emerging		85.9

				Helpful and Not Emerging		10.4





Data G

		



Data Governance



Cloud

		

						Cloud Hosting, Processing, Transit & Storage

		Relevancy to NAESB		Not Relevant		20.7

				Relevant in the future		44.8

				Relevant Now		34.5

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		14.6

				Helpful and Emerging		64.6

				Helpful and Not Emerging		20.8





Cloud

		



Cloud Hosting, Processing, Transit & Storage




_1699102554.xls
Chart1

		Most
Relevancy to NAESB

		2nd

		3rd

		Least



Preference for Alterntative 3

Preference for Alterntative 4

3

0

1

12



Raw Data

		

		Support Committee		18

		Ind Response		11

						Relevancy						Urgency

						No		Future		Now		Not Needed		Already Exists		Helpful & Emerging		Helpful & Not Emerging

		Support Committee(18)

		DLT				0		4.5		13.5		0		0		13.5		4.5

		IOT				3		7.5		7.5		1.8		0		12.6		3.6

		DA				6		9		3		5.4		1.8		7.2		3.6

		REC				1.6		8.2		8.2		0		0		12.6		5.4

		DER				1.6		8.2		8.2		0		0		12.6		5.4						ee

		EU				6		6		6		0		3.2		11.5		3.3

		5G				4.5		10.5		3		7.2		1.8		5.4		3.6

		Cyber				0		1.5		16.5		0		0		16.5		1.5

		DG				1.5		9		7.5		0		0		16.2		1.8

		Cloud				3		9		6		0		1.8		10.8		5.4

		Individual Response  (max 11)

		DLT				0		3		8		0		0		10		1

		IOT				2		5		4		1		0		7		1

		DA				5		3		3		2		1		4		1

		REC				2		3		5		0		0		8		0

		DER				1		4		5		0		0		8		1

		EU				2		4		5		0		2		7		0

		5G				4		5		2		3		2		4		0

		Cyber				0		0		11		0		0		10		1

		DG				2		5		4		1		0		7		1

		Cloud				3		4		4		0		2		6		0

		Total Responses

		DLT				0		7.5		21.5		0		0		23.5		5.5		58

		IOT				5		12.5		11.5		2.8		0		19.6		4.6		56

		DA				11		12		6		7.4		2.8		11.2		4.6		55

		REC				3.6		11.2		13.2		0		0		20.6		5.4		54

		DER				2.6		12.2		13.2		0		0		20.6		6.4		55

		EU				8		10		11		0		5.2		18.5		3.3		56

		5G				8.5		15.5		5		10.2		3.8		9.4		3.6		56

		Cyber				0		1.5		27.5		0		0		26.5		2.5		58

		DG				3.5		14		11.5		1		0		23.2		2.8		56

		Cloud				6		13		10		0		3.8		16.8		5.4		55

		Percentages

		DLT				0.0		25.9		74.1		0.0		0.0		81.0		19.0

		IOT				17.2		43.1		39.7		10.4		0.0		72.6		17.0

		DA				37.9		41.4		20.7		28.5		10.8		43.1		17.7

		REC				12.9		40.0		47.1		0.0		0.0		79.2		20.8

		DER				9.3		43.6		47.1		0.0		0.0		76.3		23.7

		EU				27.6		34.5		37.9		0.0		19.3		68.5		12.2

		5G				29.3		53.4		17.2		37.8		14.1		34.8		13.3

		Cyber				0.0		5.2		94.8		0.0		0.0		91.4		8.6

		DG				12.1		48.3		39.7		3.7		0.0		85.9		10.4

		Cloud				20.7		44.8		34.5		0.0		14.6		64.6		20.8





Comparison

		

						Distributed Ledger Technology		Internet of Things		5G		Improved Data Analytics		RE Certificate Tracking & Accounting		DER Comm. Protocols		Cybersecurity		Energy Usage Data		Data Governance		Cloud Hosting, Processing, Transit & Storage

		Relevancy to NAESB		Not Relevant		0		0.25		29.3		37.9		12.9		9.3		0		27.6		12.1		20.7

				Relevant in the future		25.9		0.75		53.4		41.4		40		43.6		5.2		34.5		48.3		44.8

				Relevant Now		74.1		0.25		17.2		20.7		47.1		47.1		94.8		37.9		39.7		34.5

		Level of Priority for Standards Development		Not Needed		0		0		0		28.5		0		0		0		0		3.7		0

				Already Exists		0		0		0		10.8		0		0		0		19.3		0		14.6

				Helpful and Emerging		81		0		0		43.1		79.2		76.3		91.4		68.5		85.9		64.6

				Helpful and Not Emerging		19		0		0		17.7		20.8		23.7		8.6		12.2		10.4		20.8

		Comparison of Relevant Standards Development Areas

		Relevancy		Standards Development Area		Helpful & Emerging		Helpful & Not Emerging

		Relevant Now to NAESB Activities		Cybersecurity		91.4		8.6

				Distributed Ledger Technology		81		19

		Relevant to Future NAESB Activities		RE Certificate Tracking & Reporting		79.2		20.8

				DER Comm Protocols		76.3		23.7

				Internet of Things		72.6		17

				Data Governance		85.9		10.4

				Cloud Hosting, Processing, Transit & Storage		64.6		20.8

				Energy Usage Data		68.5		12.2

				Improved Data Analytics		43.1		17.7

				5G		34.8		13.3

						100		1		70.6		62.1		87.1		90.7		100		72.4		88		79.3





Comparison

		



Helpful & Emerging

Helpful & Not Emerging

Comparison of Relevant Standards Development Areas



DLT

		

						Distributed Ledger Technology

		Relevancy to NAESB		Not Relevant		0

				Relevant in the future		25.9

				Relevant Now		74.1

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		81

				Helpful and Not Emerging		19





DLT

		



Distributed Ledger Technology



IoT

		

						Percentage of Support for Alternative 3

		NAESB should maintain all cybersecurity related standards for each quadrant in a single “book” that can be submitted to the FERC or NARUC on a more frequent basis than the current publication cycle.		Strongly Support		25%

				Do Not Support		75%

				Do Not Support		25%

				No Opinion		6%





IoT

		



Percentage of Support for Alternative 3



5G

		

						Preference for Alterntative 3

		Relevancy to NAESB		Most		3				1

				2nd		0				2

				3rd		1				7

				Least		12				1





5G

		



Preference for Alterntative 3



Imp DA

		

						Improved Data Analytics

		Relevancy to NAESB		Not Relevant		37.9

				Relevant in the future		41.4

				Relevant Now		20.7

		Level of Priority for Standards Development		Not Needed		28.5

				Already Exists		10.8

				Helpful and Emerging		43.1

				Helpful and Not Emerging		17.7





Imp DA

		



Improved Data Analytics



REC

		

						RE Certificate Tracking & Accounting

		Relevancy to NAESB		Not Relevant		12.9

				Relevant in the future		40

				Relevant Now		47.1

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		79.2

				Helpful and Not Emerging		20.8





REC

		



RE Certificate Tracking & Accounting



DER

		

						DER Comm. Protocols

		Relevancy to NAESB		Not Relevant		9.3

				Relevant in the future		43.6

				Relevant Now		47.1

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		76.3

				Helpful and Not Emerging		23.7





DER

		



DER Comm. Protocols



Cyber

		

						Cybersecurity

		Relevancy to NAESB		Not Relevant		0

				Relevant in the future		5.2

				Relevant Now		94.8

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		91.4

				Helpful and Not Emerging		8.6





Cyber

		



Cybersecurity



Energy U

		

						Energy Usage Data

		Relevancy to NAESB		Not Relevant		27.6

				Relevant in the future		34.5

				Relevant Now		37.9

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		19.3

				Helpful and Emerging		68.5

				Helpful and Not Emerging		12.2





Energy U

		



Energy Usage Data



Data G

		

						Data Governance

		Relevancy to NAESB		Not Relevant		12.1

				Relevant in the future		48.3

				Relevant Now		39.7

		Level of Priority for Standards Development		Not Needed		3.7

				Already Exists		0

				Helpful and Emerging		85.9

				Helpful and Not Emerging		10.4





Data G

		



Data Governance



Cloud

		

						Cloud Hosting, Processing, Transit & Storage

		Relevancy to NAESB		Not Relevant		20.7

				Relevant in the future		44.8

				Relevant Now		34.5

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		14.6

				Helpful and Emerging		64.6

				Helpful and Not Emerging		20.8





Cloud

		



Cloud Hosting, Processing, Transit & Storage




_1699102040.xls
Chart1

		Most
Relevancy to NAESB

		2nd

		3rd



Preference for Alterntative 1

Preference for Alternative 1

10

3

1



Raw Data

		

		Support Committee		18

		Ind Response		11

						Relevancy						Urgency

						No		Future		Now		Not Needed		Already Exists		Helpful & Emerging		Helpful & Not Emerging

		Support Committee(18)

		DLT				0		4.5		13.5		0		0		13.5		4.5

		IOT				3		7.5		7.5		1.8		0		12.6		3.6

		DA				6		9		3		5.4		1.8		7.2		3.6

		REC				1.6		8.2		8.2		0		0		12.6		5.4

		DER				1.6		8.2		8.2		0		0		12.6		5.4						ee

		EU				6		6		6		0		3.2		11.5		3.3

		5G				4.5		10.5		3		7.2		1.8		5.4		3.6

		Cyber				0		1.5		16.5		0		0		16.5		1.5

		DG				1.5		9		7.5		0		0		16.2		1.8

		Cloud				3		9		6		0		1.8		10.8		5.4

		Individual Response  (max 11)

		DLT				0		3		8		0		0		10		1

		IOT				2		5		4		1		0		7		1

		DA				5		3		3		2		1		4		1

		REC				2		3		5		0		0		8		0

		DER				1		4		5		0		0		8		1

		EU				2		4		5		0		2		7		0

		5G				4		5		2		3		2		4		0

		Cyber				0		0		11		0		0		10		1

		DG				2		5		4		1		0		7		1

		Cloud				3		4		4		0		2		6		0

		Total Responses

		DLT				0		7.5		21.5		0		0		23.5		5.5		58

		IOT				5		12.5		11.5		2.8		0		19.6		4.6		56

		DA				11		12		6		7.4		2.8		11.2		4.6		55

		REC				3.6		11.2		13.2		0		0		20.6		5.4		54

		DER				2.6		12.2		13.2		0		0		20.6		6.4		55

		EU				8		10		11		0		5.2		18.5		3.3		56

		5G				8.5		15.5		5		10.2		3.8		9.4		3.6		56

		Cyber				0		1.5		27.5		0		0		26.5		2.5		58

		DG				3.5		14		11.5		1		0		23.2		2.8		56

		Cloud				6		13		10		0		3.8		16.8		5.4		55

		Percentages

		DLT				0.0		25.9		74.1		0.0		0.0		81.0		19.0

		IOT				17.2		43.1		39.7		10.4		0.0		72.6		17.0

		DA				37.9		41.4		20.7		28.5		10.8		43.1		17.7

		REC				12.9		40.0		47.1		0.0		0.0		79.2		20.8

		DER				9.3		43.6		47.1		0.0		0.0		76.3		23.7

		EU				27.6		34.5		37.9		0.0		19.3		68.5		12.2

		5G				29.3		53.4		17.2		37.8		14.1		34.8		13.3

		Cyber				0.0		5.2		94.8		0.0		0.0		91.4		8.6

		DG				12.1		48.3		39.7		3.7		0.0		85.9		10.4

		Cloud				20.7		44.8		34.5		0.0		14.6		64.6		20.8





Comparison

		

						Distributed Ledger Technology		Internet of Things		5G		Improved Data Analytics		RE Certificate Tracking & Accounting		DER Comm. Protocols		Cybersecurity		Energy Usage Data		Data Governance		Cloud Hosting, Processing, Transit & Storage

		Relevancy to NAESB		Not Relevant		0		0.31		29.3		37.9		12.9		9.3		0		27.6		12.1		20.7

				Relevant in the future		25.9		0.25		53.4		41.4		40		43.6		5.2		34.5		48.3		44.8

				Relevant Now		74.1		0.38		17.2		20.7		47.1		47.1		94.8		37.9		39.7		34.5

		Level of Priority for Standards Development		Not Needed		0		0		0		28.5		0		0		0		0		3.7		0

				Already Exists		0		0		0		10.8		0		0		0		19.3		0		14.6

				Helpful and Emerging		81		0		0		43.1		79.2		76.3		91.4		68.5		85.9		64.6

				Helpful and Not Emerging		19		0		0		17.7		20.8		23.7		8.6		12.2		10.4		20.8

		Comparison of Relevant Standards Development Areas

		Relevancy		Standards Development Area		Helpful & Emerging		Helpful & Not Emerging

		Relevant Now to NAESB Activities		Cybersecurity		91.4		8.6

				Distributed Ledger Technology		81		19

		Relevant to Future NAESB Activities		RE Certificate Tracking & Reporting		79.2		20.8

				DER Comm Protocols		76.3		23.7

				Internet of Things		72.6		17

				Data Governance		85.9		10.4

				Cloud Hosting, Processing, Transit & Storage		64.6		20.8

				Energy Usage Data		68.5		12.2

				Improved Data Analytics		43.1		17.7

				5G		34.8		13.3

						100		0.63		70.6		62.1		87.1		90.7		100		72.4		88		79.3





Comparison

		



Helpful & Emerging

Helpful & Not Emerging

Comparison of Relevant Standards Development Areas



DLT

		

						Distributed Ledger Technology

		Relevancy to NAESB		Not Relevant		0

				Relevant in the future		25.9

				Relevant Now		74.1

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		81

				Helpful and Not Emerging		19





DLT

		



Distributed Ledger Technology



IoT

		

						Percentage of Support for Alternative 2

		NAESB should maintain all cybersecurity related standards for each quadrant in a single “book” that can be submitted to the FERC or NARUC on a more frequent basis than the current publication cycle.		Strongly Support		31%

				Support		25%

				Do Not Support		38%

				No Opinion		6%





IoT

		



Percentage of Support for Alternative 2



5G

		

						Preference for Alterntative 1

		Relevancy to NAESB		Most		10				1

				2nd		3				2

				3rd		1				7

				Least		1				1





5G

		



Preference for Alterntative 1



Imp DA

		

						Improved Data Analytics

		Relevancy to NAESB		Not Relevant		37.9

				Relevant in the future		41.4

				Relevant Now		20.7

		Level of Priority for Standards Development		Not Needed		28.5

				Already Exists		10.8

				Helpful and Emerging		43.1

				Helpful and Not Emerging		17.7





Imp DA

		



Improved Data Analytics



REC

		

						RE Certificate Tracking & Accounting

		Relevancy to NAESB		Not Relevant		12.9

				Relevant in the future		40

				Relevant Now		47.1

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		79.2

				Helpful and Not Emerging		20.8





REC

		



RE Certificate Tracking & Accounting



DER

		

						DER Comm. Protocols

		Relevancy to NAESB		Not Relevant		9.3

				Relevant in the future		43.6

				Relevant Now		47.1

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		76.3

				Helpful and Not Emerging		23.7





DER

		



DER Comm. Protocols



Cyber

		

						Cybersecurity

		Relevancy to NAESB		Not Relevant		0

				Relevant in the future		5.2

				Relevant Now		94.8

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		0

				Helpful and Emerging		91.4

				Helpful and Not Emerging		8.6





Cyber

		



Cybersecurity



Energy U

		

						Energy Usage Data

		Relevancy to NAESB		Not Relevant		27.6

				Relevant in the future		34.5

				Relevant Now		37.9

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		19.3

				Helpful and Emerging		68.5

				Helpful and Not Emerging		12.2





Energy U

		



Energy Usage Data



Data G

		

						Data Governance

		Relevancy to NAESB		Not Relevant		12.1

				Relevant in the future		48.3

				Relevant Now		39.7

		Level of Priority for Standards Development		Not Needed		3.7

				Already Exists		0

				Helpful and Emerging		85.9

				Helpful and Not Emerging		10.4





Data G

		



Data Governance



Cloud

		

						Cloud Hosting, Processing, Transit & Storage

		Relevancy to NAESB		Not Relevant		20.7

				Relevant in the future		44.8

				Relevant Now		34.5

		Level of Priority for Standards Development		Not Needed		0

				Already Exists		14.6

				Helpful and Emerging		64.6

				Helpful and Not Emerging		20.8





Cloud

		



Cloud Hosting, Processing, Transit & Storage




