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TO:	All Interested Parties
FROM:		Regina Jang, Staff Attorney 
RE:	WEQ/RMQ/WGQ Cybersecurity 
The WEQ Cybersecurity Subcommittee and WEQ Business Practices Subcommittee (BPS) continue their joint efforts to consider the development of cybersecurity-related standards supportive of the wholesale electric industry’s implementation of FERC Order No. 912 and NERC Supply Chain Risk Management Reliability Standards. This joint effort, which began last December, has involved multiple meetings during which participants examined potential areas where NAESB standards may provide value by addressing gaps in existing guidance or advancing industry priorities. Discussions to date have focused on opportunities to streamline the process of how the energy industry identifies relevant software vulnerabilities and to ensure vendors provide necessary information in a useful and consistent manner. 
Participants are actively considering the development of standardized contract language that could be used to as part of procurement processes to support faster timelines for vendor notifications regarding vulnerability identification and mitigation instructions.  At the most recent meeting on April 8, 2026, participants reviewed available industry guidance related to supply chain risk management and vulnerability disclosures, including the US Department of Energy Office of Cybersecurity, Energy Security, and Emergency Response 2026-2030 Strategic Plan and the Cybersecurity Performance Goals by the U.S. Cybersecurity and Infrastructure Security Agency. Discussion on this area focused on the need to coordinate with ongoing industry efforts to avoid duplication and ensuring that any contract language aligns with NERC Critical Infrastructure Protection (CIP) requirements related to supply chain cybersecurity risk management and other industry guidance on vulnerability and incident reporting obligations. Participants also reviewed sample contract provisions used within the industry and government agencies addressing the disclosure and remediation of product vulnerabilities to evaluate potential areas and topics for incorporation into standardized contract language. Preliminary areas of consideration include, but are not limited to, the time frame for vendor reporting of confirmed vulnerabilities, the scope of vulnerabilities to be addressed, and minimum requirements for remediation and compensation. Participants will continue these discussions at the next joint meeting is scheduled for April 30, 2026.
Additionally, the WEQ, WGQ, and RMQ will conduct their annual review of the respective cybersecurity standards to ensure that NAESB Business Practice Standards remain responsive to evolving industry needs and continue to facilitate secure electronic commercial communications. 
The WEQ Cybersecurity Subcommittee is scheduled to hold its kick-off meeting in May to assess whether updates to the WEQ Business Practice Standards and the Accreditation Requirements for Authorized Certification Authorities (ACAs) are needed to reflect changing market conditions and further support FERC and NERC cybersecurity-related activities. Expected topics for discussion include FERC Orders No. 919 Virtualization Reliability Standards and No. 918 Critical Infrastructure Protection (CIP) Reliability Standard CIP-003-11 Cyber Security – Security Management Controls and NERC’s development of CIP Reliability Standards related to third-party cloud computing and supply chain risk management. Participants will also consider NIST guidance on post-quantum cryptography and the activities of the Certificate Authority Browser Forum, an industry group that provides broader guidance on best practices for the issuance of public key infrastructure digital certificates.  
The WGQ and RMQ have also scheduled a joint meeting of the WGQ Electronic Delivery Mechanism (EDM) Subcommittee and RMQ Information Requirements and Technical Electronic Implementation Subcommittee (IR/TEIS) for May 4, 2026, to initiate efforts to review their cybersecurity standards. Participants will examine the data fields and minimum technical characteristics within each quadrant’s Cybersecurity Related Standards Manual and Quadrant Electronic Delivery Mechanism Related Standards Manual to identify potential vulnerabilities and the need for updates. Participants will also consider whether the communication protocols and encryption methodologies remain consistent with guidance from the U.S. Department of Energy (DoE), National Institute for Standards and Technology (NIST), and other industry guidance.
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