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RE:	WEQ/RMQ/WGQ Cybersecurity Activities
In May, the WEQ Cybersecurity Subcommittee held its first meeting of the year to begin its annual review of the WEQ Business Practice Standards and Accreditation Requirements for Authorized Certification Authorities (ACAs) to identify and make any necessary revisions.  During the meeting, the participants discussed NERC standard projects that may result in revisions to the NERC Critical Infrastructure Protection (CIP) Reliability Standards and reviewed the two new standards filed with the FERC in December, CIP-002-8 BES Cyber System Categorization and CIP-003-11 Security Management Controls.  Participants also reviewed recent FERC activity, including the Notice of Proposed Rulemaking (NOPR) Supply Chain Risk Management and Reliability Standards Revisions.  While participants agreed that there is likely no need for standard revisions at this time, these are areas that should continue to be monitored for future standards development considerations.  
The next meeting of the WEQ Cybersecurity Subcommittee is scheduled for June 5, 2025.  During this meeting, the participants will continue discussions regarding the new guidance from NIST on post-quantum encryption algorithms and any potential impact to the WEQ Business Practice Standards.
The WGQ and RMQ are in the process of scheduling a meeting to begin their yearly review of the WGQ Cybersecurity Related Standards Manual and RMQ Cybersecurity Model Business Practices.  Like the WEQ, the subcommittees will be evaluating the cybersecurity elements within the business practices and determining the need for any revisions to help ensure the standards continue to meet industry needs and support secure electronic commercial communications.  As in previous years, the WGQ and RMQ plan to meet jointly to conduct the review, and the chairs anticipate an announcement will be sent out shortly regarding the first meeting of the WGQ Electronic Delivery Mechanism (EDM) Subcommittee and RMQ Information Requirements and Technical Electronic Implementation Subcommittee (IR/TEIS).
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