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RE:	Final Minutes from February 24, 2026 Joint WEQ BPS and WEQ Cybersecurity Subcommittee Meeting
DATE:		February 24, 2026
WHOLESALE ELECTRIC QUADRANT
Joint Business Practices Subcommittee and Cybersecurity Subcommittee Meeting 
Conference Call
February 24, 2026 – 1:00 to 3:00 PM Central

FINAL MINUTES
1. Welcome
Mr. Brooks welcomed the participants to the meeting. Ms. Trum provided the antitrust and meeting policies reminder.  The participants introduced themselves.  Mr. Brooks reviewed the agenda.  The agenda was adopted on a motion by Mr. Galloway, seconded by Mr. Ashbaker.
The participants reviewed the draft minutes from the January 30, 2026 meeting.  No modifications were offered.  Mr. Ashbaker moved, seconded by Mr. Galloway, to adopt the draft minutes as final.  The final minutes for the meeting are available through the following hyperlink: https://naesb.org/pdf4/weq_bps_css013026fm.docx. 
2. Continue to Discuss 2026 WEQ Annual Plan Item 1.b – Consider and develop business practice standards for cybersecurity vulnerability disclosures, such as software supply chain risks, including those to support industry implementation of FERC Order No. 912 in Docket Nos. RM24-4-000 and RM20-19-000
Mr. Brooks stated that during the last meeting, the participants discussed the potential for standardized contract language as a mechanism to support timely notification from vendors regarding vulnerability identifications and mitigation instructions.  He explained that he had taken an action item to identify additional guidance that could help further discussions and that posted as work papers for the meeting are the February 2026 Federal Acquisition Regulation Memo from the U.S. Department of Defense (DoD) and the NERC Security Guideline – Supply Chain Procurement Language.
Mr. Brooks suggested the participants begin discussions by reviewing the European Union Agency for Cybersecurity guidance on the Cyber Resilience Act requirements for a single reporting platform.  He noted that the agency established a tiered notification approach whereby vendors are mandated to provide an early warning within 24-hours of becoming aware of a vulnerability or incident, a vulnerability or incident notification within 72-hours of becoming aware, and a final report no later than 14 days after a corrective measure is available for vulnerabilities and within one month after the initial notification for severe incidents.
Mr. Brooks noted that the U.S. DoD regulations also attempt to resolve the blind-spot period between when a vulnerability is discovered by the vendor and when notice is provided to users or owners of the software products.  He stated that use the U.S. DoD uses the terminology “rapidly report” and specifies that any cyber incident be reported within 72-hours of discovery.  Mr. Galloway stated that in any standard development efforts, participants need to be careful as to not conflate terminology.  He noted that cyber incident typically refers to security breaches as opposed to discovery of software vulnerabilities.  
Mr. Galloway stated that a number of the systems and software used by the energy industry have wider applications and are used in other sectors as well.  He suggested that it may be helpful to consider if there is broader guidance that could be generally applicable and evaluate how NAESB standards could be supportive.  He noted that the NERC CIP-013 Cyber Security – Supply Chain Risk Management includes requirements related to supply chain cyber security risk management plans that help guide procurement processes.  Mr. Brooks stated that this may be an area that could be coordinated with NERC and reviewed the NERC Security Guideline – Supply Chain Procurement Language with the participants.  Mr. Ashbaker stated that WECC has a cybersecurity working group and offered to help coordinate as needed.
Mr. Galloway stated that any development of potential language related to the timeline for notification will require consideration of the appropriate balance between legal and financial implications for a vendor and risk to the software customer.  He noted that the tiered approach outlined in the European Union’s guidance could be a realistic approach to evaluate.  Ms. Coon suggested that the participants may also want to consider guidance on vulnerability disclosures and procurement practices from NIST and the Cybersecurity and Infrastructure Security Agency (CISA) regarding the Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA).  Mr. Galloway noted that new guidance from CISA on CIRCIA is expected to become effective in May 2026.  He suggested that participants may want to evaluate the available broader industry guidance, including that from the North American Transmission Forum and Edison Electric Institute to determine the best approach for the electric industry.  Mr. Brooks noted that it may also be helpful to identify notification practices by vendors that provide energy-industry specific software.
Mr. Coffin suggested that the participants may also want to review the Internet Engineering Task Force guidance on the file format to aid in security vulnerability disclosure.  Mr. Galloway noted that there are some commonly recognized best practices, such as those included in the Open Worldwide Application Security Project’s vulnerability disclosure cheat sheet, that are generally accepted as industry standards.  He suggested that aligning any developed standards or contract language with these best practices could support broader applicability and wider acceptance.  
Mr. Brooks noted that there appears to be general support for continuing to explore this as an area of potential standards development.  Mr. Galloway stated that developing a work paper to describe the considerations and purpose of the potential standards development could help to frame future discussions.  He suggested describing the effort as considerations to support active risk management programs, specifically aspects related to the identification of risk and addressing identified risks in a prioritized manner.
3. Identify Next Steps and Action Items
Mr. Brooks stated that he could provide a work paper for the next meeting that identifies relevant guidance related to vulnerability disclosures and reporting and the applicable requirements that may be relevant for consideration.  He suggested that this may help provide a basis for a high-level description work paper.  There was general agreement in proceeding in this manner.
Mr. Brooks stated that he would work with the NAESB office to schedule the next meeting for mid-March.
4. Other Business
There was no other business discussed.
5. Adjourn
The meeting adjourned 2:29 PM Central on a motion by Mr. Coffin.
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