Identification of Risk & Addressing in Prioritized Manner
	Guidance
	Requirements

	U.S. Department of War Federal Acquisition Regulation (FAR Part 40, Information Security and Supply Chain Security) 
	“Contractors and subcontractors are required to rapidly report cyber incidents directly to DoD”
“Rapidly report” means within 72 hours of discovery of any cyber incident
“Cyber incident” means actions taken through the use of computer networks that result in compromise or an actual or potentially adverse effect on an information system and/or the information residing therein 

	European Union Agency for Cybersecurity Single Reporting Platform
	Manufacturers must adhere to a multi-stage reporting timeline via the platform:
Early Warning: Without undue delay and in any case within 24 hours of becoming aware of the vulnerability or incident.
Vulnerability/Incident Notification: Without undue delay and in any case within 72 hours of becoming aware, providing general information and an initial assessment.
Final Report:
· For vulnerabilities: No later than 14 days after a corrective measure (e.g., patch) is available.
· For severe incidents: Within 1 month after the initial notification.

	NIST SP 800-161 Rev. 1 Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations
	

	OWASP Vulnerability Disclosure Cheat Sheet
	

	CISA Cyber Incident Reporting for Critical Infrastructure Act of 2022 Guidance
	

	Evergy Provided Example Contract Language
	During the term of the parties’ Agreement, if either party becomes aware of any vulnerabilities of the software, system, or Services, then such party shall promptly notify the other party.  If such a vulnerability is discovered and Supplier is notified of such discovery, then Supplier will prepare and present a vulnerability assessment to ESI within three (3) business days, without charge to ESI.  Depending upon the results of the vulnerability assessment and the severity of the vulnerability, the parties shall work together on a reasonably acceptable remediation plan.  Supplier will remediate any such discovered code vulnerabilities, including at a minimum, the SANS Top 25, the OWASP Top Ten, or a vulnerability confirmed by the United States Computer Emergency Readiness Team (US-CERT) according to the agreed upon remediation plan.  This term must be present for any Products or Services in scope for NERC CIP.
(language used for both IT and OT products)

	ISO-New England Provided Example Contract Language
	[bookmark: _Hlk224737062]Section 4.         Disclosure and Remediation of Product Vulnerabilities.
4.1.       Contractor shall develop and implement policies and procedures to address the disclosure and remediation by Contractor of vulnerabilities and material defects related to the products and/or services provided to Company under this Agreement including the following:   
4.1.1.  Prior to the delivery of the procured product or service, Contractor shall provide summary documentation of publicly disclosed vulnerabilities and/or material defects related in the procured product or services, the potential impact of such vulnerabilities and/or material defects, the status of Contractor’s efforts to mitigate those publicly disclosed vulnerabilities and/or material defects, and Contractor’s recommended corrective actions, compensating security controls, mitigations, and/or procedural workarounds.
4.1.2.  Contractor shall provide summary documentation of vulnerabilities and/or material defects in the procured product or services within thirty (30) calendar days after such vulnerabilities and/or material defects become known to Contractor.  This includes summary documentation on vulnerabilities and/or material defects that have not been publicly disclosed or have only been identified after the delivery of the product.  The summary documentation shall include a description of each vulnerability and/or material defects and its potential impact, root cause, and recommended corrective actions, compensating security controls, mitigations, and/or procedural workarounds. 
4.1.3.  Contractor shall disclose the existence of all known methods for bypassing computer authentication in the procured product or services, often referred to as backdoors, and provide written documentation that all such backdoors created by Contractor have been permanently deleted or disabled.
4.1.4.  Contractor shall implement a vulnerability detection and remediation program consistent with NIST Special Publication 800-53 Rev. 4 RA-5, SA-11, and SI-2, as may be amended, supplemented, or otherwise modified from time to time.
4.1.5.  Contractor shall provide Company with prompt written updates in the event any of the foregoing documentation or information is updated, amended, modified, or no longer applicable.
4.2.       Disclosure of Vulnerabilities by Company.  Whether or not publicly disclosed by Contractor and notwithstanding any other limitation in this Agreement, Company may disclose any vulnerabilities or material defects in the products and services provided by Contractor to (a) the Electricity Information Sharing and Analysis Center, the Industrial Control Systems Cyber Emergency Response Team, or any equivalent entity, (b) to any entity when necessary to preserve the reliability of the BES as determined by Company in its sole discretion, or (c) any entity required by applicable law.




