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WHOLESALE ELECTRIC QUADRANT
Joint Business Practices Subcommittee and Cybersecurity Subcommittee Meeting 
Conference Call
March 18, 2026 – 1:00 to 3:00 PM Central

FINAL MINUTES
1. Welcome
Mr. Brooks welcomed the participants to the meeting. Ms. Trum provided the antitrust and meeting policies reminder.  The participants introduced themselves.  Mr. Brooks reviewed the agenda.  The agenda was adopted on a motion by Mr. Galloway, seconded by Mr. Kloster.
The participants reviewed the draft minutes from the February 24, 2026 meeting.  No modifications were offered.  Mr. Galloway moved, seconded by Ms. Coon, to adopt the draft minutes as final.  The final minutes for the meeting are available through the following hyperlink: https://www.naesb.org/pdf4/weq_bps_css022426fm.docx.
2. Continue to Discuss 2026 WEQ Annual Plan Item 1.b – Consider and develop business practice standards for cybersecurity vulnerability disclosures, such as software supply chain risks, including those to support industry implementation of FERC Order No. 912 in Docket Nos. RM24-4-000 and RM20-19-000
Mr. Brooks stated that for the past few meetings, the participants have been exploring how standardized contract language could be used to support faster timelines for party notifications regarding the identification of vulnerabilities and mitigation solutions.  He noted that the Identification of Risk & Risk Prioritization Work Paper includes the available industry guidance reviewed by the subcommittees and the additional guidance identified by participants during the previous meeting.
Mr. Brooks asked if there are additional areas of consideration or relevant guidance that the subcommittees should evaluate.  Mr. Galloway stated that the concept of continuous exposure management is a security configuration intended improve upon vulnerability and mitigation management practices that is starting to be reflected in electric industry guidance from NERC, the U.S. Department of Energy, and North American Transmission Forum (NATF).  He explained that rather than addressing every known risk, the approach involves a continuous assessment process to prioritize vulnerability mitigation based on severity and exposure risk.  He suggested that any standardized contract terms be aligned with industry guidance and requirements being developed in this area.  Mr. Kloster agreed.
The participants reviewed the Identification of Risk & Risk Prioritization Work Paper.  Mr. Galloway noted that vulnerability reporting and incident reporting are two distinct concepts.  He stated that in developing language, the subcommittees will need to ensure that these two areas are not conflated.  Mr. Brooks asked if a vendor discovering a vulnerability within its product would be considered as a security incident.  Mr. Galloway responded there is varying guidance but generally, incident reporting requirements address scenarios where an exploitation of a vulnerability has been identified, not just a known vulnerability impacting the product.  Mr. Brooks noted that language which provides clarity regarding qualifying reportable events could be an area to explore as part of any development considerations.  Mr. Galloway stated that the Cybersecurity and Infrastructure Security Agency has relevant guidance in this area, and it is also addressed in NERC CIP-008 – Cyber Security – Incident Reporting and Response Planning.
The participants reviewed the New York State Cybersecurity Requirements for Public Water Systems posted as a work paper for the meeting.  Mr. Brooks noted that these are new regulations require reporting of cybersecurity incidents to the relevant regulatory authority within 24-hours and for jurisdictional entities to establish a cybersecurity vulnerability analysis process.  Mr. Galloway observed that such requirements appear to be aligned the Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA).  He noted that the requirements also seem to be reflect an approach that would prioritize vulnerability assessment and mediation in areas most likely to be impacted by a vulnerability, which would be consistent with a continuous exposure management framework.
Mr. Brooks noted that during the previous meeting, the participants had discussed narrowing in on the potential areas that would be beneficial for the subcommittees to address in developing standardized contract language.  Mr. Galloway suggested evaluating existing terms and conditions to determine if there are gaps that can be addressed or improved language that could be helpful for industry to use as a starting point for negotiations.  Mr. Brooks asked if participants could provide example language for consideration.
Mr. Kloster provided example contract language used by Evergy for contract negotiations with suppliers.  He explained that the language requires a supplier to provide a vulnerability assessment within three business days after discovery, at no additional cost, and to support remediation efforts.  Mr. Brooks noted that the three-business days requirement is consistent with requirements included in the U.S. Department of War Federal Acquisition Regulation and European Union Agency for Cybersecurity Single Reporting Platform reviewed by the subcommittees.  He asked what types of products are covered by the term Mr. Kloster provided.  Mr. Kloster responded that the term is used in supplier negotiations for information technology (IT) and operational technology (OT) products and services.  He explained that if the product or service is within a category covered by the NERC CIP Reliability Standards, then minimum vulnerability remediation requirements are typically included.
Mr. Galloway provided example contract language used by ISO-New England for disclosing and remediating product vulnerabilities.  He explained that the language is based on Edison Electric Institute model language and serves as a starting point for contract negotiations.  Mr. Galloway stated that Section 4.1.2 establishes a thirty-day notice requirement after vulnerability detection and Section 4.1.4 identifies NIST Special Publication 800-53 as the default framework for vulnerability detection and remediation programs.  He stated that these two terms are frequently negotiated by vendors, noting that they typically have already established processes.
Mr. Galloway noted that specific to bulk electric system services or products, there is language to allow for disclosure of any vulnerabilities or material defects to Electricity Information Sharing and Analysis Center (E-ISAC) when determined necessary to preserve the reliability of the BES.  He stated that there is more generalized disclosure language that is used for other acquisitions.  
Mr. Brooks suggested that example language could the beginning of a use case for the subcommittees.  He stated that the use case could be used to compare language and identify requirements that would be beneficial for broader industry or address gaps.  Mr. Galloway noted that standardized contract language which improved upon existing model terms or addressed new or additional provisions would be of use for industry.  The participants agreed to include the language provided by Mr. Kloster and Mr. Galloway in the Identification of Risk & Risk Prioritization Work Paper.  The revised document can be accessed through the following hyperlink: https://naesb.org/pdf4/weq_bps_css031826a2.docx 
Mr. Brooks stated that coordination with NERC is another area of consideration identified during previous meetings.  He noted that the NERC Standard Authorization Requests (SARs) for NERC Project 2025-06 Supply Chain Risk Management and NERC Project 2023-09 Risk Management for Third-Party Cloud Services were posted as work papers for the meeting.  The participants reviewed the SARs.  Mr. Kloster noted that NERC is still in the process of developing reliability standard revisions to address these projects.  The participants agreed to discuss these efforts at a later date to evaluate if there are any areas where complementary business practices could be helpful.
The participants revised the 2026 WEQ Annual Plan Item 1.b Work Paper to reflect discussions during the meeting.  The revised document can be accessed through the following hyperlink: https://naesb.org/pdf4/weq_bps_css031826a1.docx 
3. Identify Next Steps and Action Items
Mr. Brooks asked that participants review the example contract terms included in the revised Identification of Risk & Risk Prioritization Work Paper and come prepared to the next meeting to discuss in greater detail.  He stated that the chairs would work with the NAESB office to schedule the next meeting.
4. Other Business
There was no other business discussed.
5. Adjourn
The meeting adjourned 2:18 PM Central on a motion by Mr. Kloster.
6. Attendance 
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