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4.1.       Contractor shall develop and implement policies and procedures to address the disclosure and remediation by Contractor of vulnerabilities and material defects related to the products and/or services provided to Company under this Agreement including the following:   
4.1.1.  Prior to the delivery of the procured product or service, Contractor shall provide summary documentation of publicly disclosed vulnerabilities and/or material defects related in the procured product or services, the potential impact of such vulnerabilities and/or material defects, the status of Contractor’s efforts to mitigate those publicly disclosed vulnerabilities and/or material defects, and Contractor’s recommended corrective actions, compensating security controls, mitigations, and/or procedural workarounds.
4.1.2.  Contractor shall provide summary documentation of vulnerabilities and/or material defects in the procured product or services within thirty (30) calendar days after such vulnerabilities and/or material defects become known to Contractor.  This includes summary documentation on vulnerabilities and/or material defects that have not been publicly disclosed or have only been identified after the delivery of the product.  The summary documentation shall include a description of each vulnerability and/or material defects and its potential impact, root cause, and recommended corrective actions, compensating security controls, mitigations, and/or procedural workarounds. 
4.1.3.  Contractor shall disclose the existence of all known methods for bypassing computer authentication in the procured product or services, often referred to as backdoors, and provide written documentation that all such backdoors created by Contractor have been permanently deleted or disabled.
4.1.4.  Contractor shall implement a vulnerability detection and remediation program consistent with NIST Special Publication 800-53 Rev. 4 RA-5, SA-11, and SI-2, as may be amended, supplemented, or otherwise modified from time to time.
4.1.5.  Contractor shall provide Company with prompt written updates in the event any of the foregoing documentation or information is updated, amended, modified, or no longer applicable.
4.2.       Disclosure of Vulnerabilities by Company.  Whether or not publicly disclosed by Contractor and notwithstanding any other limitation in this Agreement, Company may disclose any vulnerabilities or material defects in the products and services provided by Contractor to (a) the Electricity Information Sharing and Analysis Center, the Industrial Control Systems Cyber Emergency Response Team, or any equivalent entity, (b) to any entity when necessary to preserve the reliability of the BES as determined by Company in its sole discretion, or (c) any entity required by applicable law.

