During the term of the parties’ Agreement, if either party becomes aware of any vulnerabilities of the software, system, or Services, then such party shall promptly notify the other party.  If such a vulnerability is discovered and Supplier is notified of such discovery, then Supplier will prepare and present a vulnerability assessment to ESI within three (3) business days, without charge to ESI.  Depending upon the results of the vulnerability assessment and the severity of the vulnerability, the parties shall work together on a reasonably acceptable remediation plan.  Supplier will remediate any such discovered code vulnerabilities, including at a minimum, the SANS Top 25, the OWASP Top Ten, or a vulnerability confirmed by the United States Computer Emergency Readiness Team (US-CERT) according to the agreed upon remediation plan.  This term must be present for any Products or Services in scope for NERC CIP.
