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WHOLESALE ELECTRIC QUADRANT
Joint Business Practices Subcommittee and Cybersecurity Subcommittee Meeting 
Conference Call
April 30, 2026 – 1:00 to 3:00 PM Central

DRAFT MINUTES
1. Welcome
Mr. Brooks welcomed the participants to the meeting. Ms. Trum provided the antitrust and meeting policies reminder.  The participants introduced themselves.  Mr. Brooks reviewed the agenda.  The agenda was adopted on a motion by Mr. Galloway, seconded by Mr. Majors.
The participants reviewed the draft minutes from the April 8, 2026 meeting.  No modifications were offered.  Mr. Galloway moved, seconded by Ms. Lee, to adopt the draft minutes as final.  The final minutes for the meeting are available through the following hyperlink: 
2. Continue to Discuss 2026 WEQ Annual Plan Item 1.b – Consider and develop business practice standards for cybersecurity vulnerability disclosures, such as software supply chain risks, including those to support industry implementation of FERC Order No. 912 in Docket Nos. RM24-4-000 and RM20-19-000
Mr. Brooks stated that during the previous meeting, the participants had created the Areas to Address in Standardized Contract Language Terms & Conditions work paper to begin documenting considerations, based on meeting discussions and the material reviewed.  He suggested the participants begin by reviewing two additional work papers posted for the meeting, the FS-ISAC Sector Risk Advisory and the Electric Trust Charter.  
Mr. Brooks noted that one of the FS-ISAC advisory recommendations to prepare for AI-enabled vulnerability discovery is to move from a vulnerability management to an exploit prevention framework.  He explained that recommendations like this as well as national and European Union cybersecurity regulations may be a driver for vendors.  Mr. Galloway stated that exploit prevention requires a more wholistic view of security protections.  He suggested the participants consider if there is other relevant guidance that should be reviewed as part of developing potential language.
Mr. Brooks reviewed a revised version of the Areas to Address in Standardized Contract Language Terms & Conditions he had provided for the meeting to identify additional considerations for discussion.  The participants reviewed the work paper. 
Mr. Brooks noted that federal acquisition and European Union regulations are supportive of performing cybersecurity assessments during procurement phases but that many software end user license agreements prohibit customers from conducting penetrative analysis.  He asked if there would be benefit in contract provisions that permit such actions without violating end user agreements.  Mr. Galloway stated that this could be helpful to consider.  He suggested that in evaluating potential provisions, the participants also give weight to potential business reasons as to why certain language may not be practical.  Mr. Majors agreed, explaining that understanding the intent and purpose can be helpful in crafting uniform language.
Mr. Majors stated that one issue being discussed internally within CAISO is the shortening time cycles between when a vulnerability is identified and when it is exploited.  He noted that current best practices may not be applicable in the near future and the importance of flexibility when crafting language.  Ms. Lee agreed.  She stated that developments in AI technology may mean that bad actors will be able to exploit vulnerabilities prior to vendor knowledge of a vulnerability in its products.  The participants added this as a consideration.
The participants discussed potential vendor warrantability and attestation requirements.  Mr. Galloway stated that requiring blanket statements that its product is free of known vulnerabilities would likely not be a beneficial term for vendors or customers.  He explained that there is always a risk that a product has a known vulnerability that is unknown to the vendor.  Mr. Majors stated that a vendor who guarantees its product is completely vulnerability-free would likely be viewed as untrustworthy by the market.  
Mr. Galloway suggested that provisions establishing requirements for vendor due diligence in software vulnerability testing would be of use for customers.  He stated that relevant information would include disclosure of the thresholds used for determining vulnerability significance and the testing standards.  He explained that the requirements could be similar to those that require product safety certifications.  Mr. Brooks stated that such a provision could incorporate use of or certification to secure by design best practices defined by CISA.  He reviewed the Secure by Design Software Acquisition Guide presentation.  The participants added this as a consideration.
Ms. Lee noted that NIST recently announced new priorities for CVEs that will focus on those vulnerabilities for software used by the federal government and critical vulnerabilities as defined by Executive Order 14028.  She stated that it may be beneficial to include references to other CVE reporting agencies, like the European Union Agency for Cybersecurity.  Mr. Brooks noted that this is included in the updated Identification of Risk & Risk Prioritization Work Paper he provided for the meeting.
Mr. Brooks asked if there were other suggested areas of consideration to add to the work paper.  None were offered.  Mr. Galloway stated that it may be helpful for participants to have time to review the document internally within their companies.  The Areas to Address in Standardized Contract Language Terms & Conditions as revised during the meeting is available through the following hyperlink: https://naesb.org/pdf4/weq_bps_css043026a1.docx. 
Mr. Brooks suggested that at the next meeting, participants begin to flesh out the concepts identified in the work paper into more detailed requirements that could become the basis for standardized contract language.  There was general agreement to proceed in this manner. 
3. Identify Next Steps and Action Items
Mr. Brooks stated that he would work with the NAESB office to schedule the next joint WEQ BPS and Cybersecurity Subcommittee meeting.  He noted that the WEQ Cybersecurity Subcommittee plans to meet on May 14, 2026 to begin its annual cybersecurity review as part of the 2026 WEQ Annual Plan.
4. Other Business
There was no other business discussed.
5. Adjourn
The meeting adjourned 2:27 PM Central on a motion by Ms. Lee.
6. Attendance 
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