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RETAIL MARKETS QUADRANT
Business Practices Subcommittees and Cybersecurity Subcommittee 
Conference Call
October 30, 2024 – 9:00 AM to 10:00 AM Central

DRAFT MINUTES
1. Welcome
Mr. Brooks welcomed the participants to the meeting. Ms. Trum provided the antitrust and meeting policies reminder.  The participants introduced themselves.  Mr. Brooks reviewed the agenda.  Mr. Galloway moved to adopt the agenda as final.  The motion passed a simple majority vote without opposition.
The participants reviewed the draft minutes from the December 5, 2023 meeting.  Mr. Galloway moved to adopt the draft minutes as final.  The motion passed a simple majority vote without opposition.  The final minutes for the December 5, 2023 meeting can be viewed at the following hyperlink: https://naesb.org/pdf4/weq_bps_css_rmqbps120523fm.docx. 
2. Review Previous Work Papers Developed by the Subcommittees
Mr. Brooks stated that last year, the WEQ and RMQ kicked-off a joint effort to review cybersecurity protections that may be necessary to secure electronic communications for distributed energy resources (DERs) and develop business practices as needed.  The WEQ/RMQ BPS and WEQ Cybersecurity Subcommittee held four joint meetings before the WEQ/RMQ BPS shifted focus to address Standards Request R24001, which is now completed.  The joint subcommittees now are reconvening to continue discussions on the annual plan assignment.  Mr. Brooks stated that the subcommittees co-chairs would like to spend the next few meetings to determine how the joint subcommittees will move forward with the annual plan item.  He explained that if the participants identify areas to further consider standards development, the meetings can be used to establish a defined scope of work.
Mr. Brooks reviewed the past effort of the joint subcommittees.  He stated that as part of the initial few meetings, participants identified that the majority of available cybersecurity-related industry guidance focuses on DER design and operational activities and there is a gap in standardized protocols that address the protection of electronic communications between parties.  There was consensus among participants that NAESB Business Practice Standards in this area could help support interoperability of DERs and DER aggregations and improve upon the ability and confidence of a resource to perform when dispatched.  Mr. Brooks stated that the joint subcommittees developed a Communication Path Diagram identifying six relevant communication pathways between a bulk grid operator, DER aggregator, distribution system operator, and DER owner.  He noted that while the participants had not made a final determination, one area of discussion was the consideration of standards related to communications between DERs/DER aggregators and distribution utilities.
3. [bookmark: _Hlk145073326]Discuss 2024 WEQ Annual Plan Item 3.c and 2024 RMQ Annual Plan Item 2.a – Review cybersecurity protections, such as Public Key Infrastructure (PKI), that may be necessary to secure electronic communications for distributed energy resources (DERs), and develop business practices as needed
Mr. Brooks stated that, as previously discussed by the joint subcommittees, a use case may be a beneficial resource to help participants identify the categories of cybersecurity protections that may be most beneficial and if NAESB Business Practice Standards could be supportive.  He suggested that, given the recent work to develop the NAESB Base Contract for the Sale and Purchase of Distribution Grid Services from DER Aggregations and recent guidance in this area from the National Association of Regulatory Utility Commissioners (NARUC) and the U.S. Department of Energy (DoE), the participants focus on commercial communication interactions between DER aggregators and distribution system operators.  There were no objections to proceeding in this manner.
Mr. Brooks stated that the co-chairs asked the NARUC-U.S. DoE White Paper – Cybersecurity Baselines for Electric Distribution Systems and DERs to be posted as a work paper for the meeting.  He proposed the participants review the cybersecurity baselines and identify what areas could be addressed through NAESB Business Practice Standards.  He noted that such information can then be used to help build a use case related to cybersecurity protections for DER aggregator-distribution system operator commercial communications.  Mr. Galloway agreed and suggested that any NAESB standards should focus on protections applicable to market interfaces.
Mr. Brooks reviewed the work paper with the participants.  He stated that there are several baselines related to passwords, credentialing, multi-factor authentication (MFA), encryption, and data security that align with areas addressed by existing NAESB Business Practice Standards.  Mr. Galloway noted that the white paper recommends the use of phishing resistant MFA, which often requires biometric controls.  He explained that such processes can be burdensome for smaller entities and may not be practical. 
The participants discussed the cybersecurity baselines related to vulnerability and disclosure reporting, cybersecurity training, and hardware and software approval processes.  Mr. Galloway stated that the NERC Critical Infrastructure Protection (CIP) Reliability Standard CIP-013 contains supply chain risk management requirements applicable to high and medium impact bulk electric system assets.  He noted that while DERs and DER aggregations typically are not considered high and medium impact bulk electric system assets, they could be considered low-impact assets.  He stated that NERC could choose to address supply chain risk management requirements for low-impact assets as part of NERC CIP Reliability Standard CIP-003 and suggested this may be an area for NAESB and NERC to coordinate.  Ms. Trum stated that NAESB and NERC staffs regularly communicate on a number of topics, including DERs and cybersecurity.  She noted that if this is an area the participants think should be considered for NAESB Business Practices Standards development, staff can help facilitate any needed coordination. 
4. Identify Next Steps and Action Items
Mr. Brooks asked participants if there was interest in further considering the applicability of any of the baselines to the discussed use case.  Mr. Galloway suggested that the participants consider if there are standards that can be developed which address long-term solutions.  He noted that solutions which are heavily dependent on technology likely have short-term applicability and may not be beneficial to address through NAESB Business Practice Standards.
5. Discuss Future Meetings
The participants agreed to hold the next meeting on Wednesday, November 20, 2024.  Mr. Brooks stated that the co-chairs would work with NAESB to distribute a meeting agenda.
6. Adjourn
The meeting adjourned at 9:51 AM Central.
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