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TO:  
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Caroline Trum, NAESB Director of Wholesale Electric Activities 
DATE:

June 10, 2026
RE:  
Draft Minutes of the NAESB WEQ Cybersecurity Subcommittee Meeting – May 29, 2026
Wholesale Electric Quadrant

May 29, 2026 from 9:30 AM – 11:30 AM Central

Draft Minutes
1. Administrative Items
Mr. Brooks opened the meeting and welcomed the participants.  Ms. Trum provided the Antitrust and Other Meeting Policies reminder.  Mr. Brooks reviewed the agenda with the participants.  The agenda was adopted on a motion by Mr. Sappenfield.
The participants reviewed the draft minutes from the August 27, 2025 meeting.  No modifications were offered.  Mr. Sappenfield moved, seconded by Mr. Kloster, to adopt the revised draft minutes.  The motion passed a simple majority vote without opposition.  The final minutes for the meeting can be viewed at the following hyperlink: https://naesb.org/pdf4/weq_css082725fm.doc. 

2. Discuss 2026 WEQ Annual Plan Items 3.a and 3.b – Review annually at a minimum WEQ-012 and the accreditation requirements for Authorized Certification Authorities if any changes are needed to meet market conditions; Evaluate and modify as needed standards to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity
Mr. Brooks reviewed the 2026 WEQ Annual Plan Assignments Work Paper.  He explained that the work paper includes recent NERC and FERC efforts related to cybersecurity as well as the cybersecurity related activities previously identified by participants as areas of continued discussion.  He stated that the goal of the review is to identify any changes that impact the WEQ-012 Public Key Infrastructure (PKI) Business Practice Standards, the NAESB Accreditation Requirements for Authorized Certification Authorities (ACAs), or other cybersecurity requirements within the WEQ Business Practice Standards.
The participants discussed the current efforts underway by NERC to consider new or revised requirements within the NERC Critical Infrastructure Protection (CIP) Reliability Standards.  Mr. Kloster stated that as part of NERC Project 2025-06 Supply Chain Risk Management, NERC is holding a formal comment period regarding revisions to CIP-010-6 Cyber Security - Configuration Change Management and Vulnerability Assessments and CIP-013-4 Cyber Security - Supply Chain Risk Management.  The participants reviewed the draft reliability standards.  
Mr. Kloster noted that the revisions address directives from FERC Order No. 912 related to the assessment of supply chain risks, including requirements re-assess spare equipment after certain periods of time prior to deployment.  Mr. Brooks stated that subcommittee had previously revised the NAESB Accreditation Requirements for ACAs to enable NAESB ACAs to issue code signing certificates in support of NERC CIP-010 requirements related to the software source identity verification.  He asked if the subcommittee should re-evaluate this section of the NAESB Accreditation Requirements for ACAs.  Mr. Kloster stated that there would likely not be an impact based on the proposed revisions.  He suggested the subcommittee continue to monitor the effort and evaluate any revisions finalized by NERC.
Mr. Brooks stated that since the last time the subcommittee met, the FERC had issued several orders approving new and revised NERC CIP Reliability Standards.  He noted that most recently, the FERC issued Order No. 919 adopting the NERC Virtualization Reliability Standards and Order No. 918 adopted CIP-003-11 Cyber.  Mr. Kloster stated that it may be beneficial to review the adopted reliability requirements.
Mr. Brooks stated that Google recently announced the use of a public trust infrastructure to support binary transparency for software verification.  He asked if this has any impact on the NAESB PKI framework or the digital certificates issued by NAESB ACAs.  Mr. Kumar stated that there should not be any impact as the digital certificates issued by NAESB ACAs are used for private authentication, and the NAESB EIR serves as the central, trusted source of information for issuing these certificates.  He noted that NAESB ACAs register URLs for root certificate authority information access in the NAESB EIR.  
Mr. Brooks asked how parties are made aware if a digital certificate should no longer be accepted due to revocation by the NAESB ACA.  Ms. Coon stated that as part of the NAESB Accreditation Requirements for ACAs, certificate authorities are required to maintain certificate revocation lists (CRLs).  Mr. Kumar stated relying parties validate a digital certificate against the CRL to identify any digital certificates that have been revoked and should not be trusted.  Ms. Coon noted that WEQ-024 Cybersecurity includes requirements for the use of digital certificates issued by a NAESB ACA to access OASIS nodes and the NAESB EIR and secure electronic tagging (e-Tag) communications.  Mr. Kloster suggested that the subcommittee review the requirements within the accreditation specification related to digital certificate revocation and within the standards related to the use of digital certificates to access applications.  Mr. Brooks agreed, noting that the subcommittee should ensure the existing language makes clear that only valid digital certificates can be accepted.
Mr. Brooks stated that last year, the subcommittee participants had identified the NIST Post-Quantum Encryption Algorithms as a topic of continued discussion.  He asked if there were any considerations in this area that would impact current requirements and be addressed as part of this year’s review effort.  Mr. Kloster noted that there may be a forthcoming Executive Order related to post-quantum computing and suggested it be reviewed by the subcommittee if released.  Mr. Kumar stated that there are ongoing industry discussions regarding the use and implementation of post-quantum cryptography that need to be resolved before any impact to the NAESB PKI framework can be assessed.  Ms. Coon and Ms. Kelly agreed.  Ms. Kelly noted that she was unaware of any certificate authority currently issuing post-quantum digital certificates.  Ms. Coon stated that the subcommittee should continue to monitor this area.  

Mr. Brooks suggested that updates provided by the NAESB ACAs regarding their activities in this area would be helpful for subcommittee awareness.  Ms. Coon stated that she can provide insights at the next meeting but that similar to other certificate authorities, OATI is reliant upon vendor implementation decisions.  Ms. Kelly and Mr. Kumar stated that they could provide information from SSL.com’s and GlobalSign’s perspectives, respectively, during the next meeting.
Mr. Brooks asked if there were any additional issues or considerations that should be discussed by the subcommittee as part of the annual review.  Ms. Rowley stated that WEQ-012-1.1 requires the use of X.509 digital certificates to implement PKI.  She suggested the subcommittee consider if modifications are needed to provide flexibility for entities to take additional, preliminary measures to mitigate advanced cyber threats.  Mr. Ochester stated that MISO leverages the NAESB PKI framework to secure several of its market participant tools and platforms.  He explained questions as to how the use of protections beyond X.509 certificates could fit within the framework arose as part of internal discussions to evaluate the need for enhanced security protections.
Mr. Brooks noted that cybersecurity protections to accommodate zero trust architectures are becoming more commonly used.  He stated that in addition to any short-term considerations, the subcommittee should continue to evaluate how the NAESB PKI program may need to evolve to provide the necessary cybersecurity protections needed by the energy industry. 
4.
Identify Next Steps and Discuss Action Items

Mr. Brooks stated that he would work with the NAESB office to schedule a June meeting for the subcommittee.  He stated that topics of discussion for the agenda would include a review of WEQ-012-1.1 and requirements related to digital certificate revocation and use of valid digital certificates within the WEQ-012, WEQ-024, and the NAESB Accreditation Specification. 
5.
Adjourn
The meeting adjourned at 11:08 AM Central on a motion by Mr. Kloster.
6.
Attendees 
	Name
	Organization

	Yateesh Bhardwaj
	GlobalSign

	Dick Brooks
	Business Cyber Guardian

	Michelle Coon
	OATI

	Zeenath Fernandes
	PJM

	Mike Fones
	Manitoba Hydro

	Rebecca Kelley
	SSL.com

	Alan Kloster
	Evergy

	Mohit Kumar
	GlobalSign

	Annabelle Lee
	Nevermore Security

	Jeffrey Ochester
	MISO

	Kirsten Rowley
	MISO

	Keith Sappenfield
	KS Energy Consultant 

	Caroline Trum
	NAESB

	Inshi Widanage
	Manitoba Hydro

	Mia Wilson
	SPP
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