



RECOMMENDATION TO NAESB EXECUTIVE COMMITTEE

                                       For Quadrant: WEQ
                                                
                                       Requesters:  WEQ Cybersecurity Subcommittee	
                                       Request No.: 2026 WEQ Annual Plan Items 3.b
                                       Request Title: Evaluate and modify as needed standards to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity.

1.  RECOMMENDED ACTION:	EFFECT OF EC VOTE TO ACCEPT RECOMMENDED ACTION:
	
	Accept as requested
	
	Change to Existing Practice

	
	Accept as modified below
	x
	Status Quo

	x
	Decline
	
	


2.  TYPE OF DEVELOPMENT/MAINTENANCE
	Per Request:
	Per Recommendation:

	
	Initiation
	
	Initiation

	x
	Modification
	  
	Modification

	
	Interpretation
	
	Interpretation

	
	Withdrawal
	
	Withdrawal

	
	
	
	

	
	Principle
	
	Principle

	
	Definition
	
	Definition

	x
	Business Practice Standard
	
	Business Practice Standard

	
	Document
	
	Document

	
	Data Element
	
	Data Element

	
	Code Value
	
	Code Value

	
	X12 Implementation Guide
	
	X12 Implementation Guide

	
	Business Process Documentation
	
	Business Process Documentation


	
3.  RECOMMENDATION
SUMMARY:	
2026 WEQ Annual Plan Item 3.b – Evaluate and modify as needed standards to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity.
RECOMMENDED STANDARDS:	
No further action is necessary at this time.
	




4.  SUPPORTING DOCUMENTATION
a.	Description of Request:	
2026 WEQ Annual Plan Item 3.b – Evaluate and modify standards as needed to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity.
b.	Description of Recommendation:
The WEQ Cybersecurity Subcommittee is proposing no action at this time. 
c.	Business Purpose:
The WEQ Cybersecurity Subcommittee identified several NERC and FERC activities for review and determined that actions are not needed at this time to address the current version of the NERC Critical Infrastructure Protection Reliability Standards, reliability requirements under development, or in response to FERC cybersecurity-related activities.  
Discussions regarding FERC actions included: 
· FERC Order No. 919 Visualization Reliability Standards
· FERC Order No. 918 Critical Infrastructure Protection Reliability Standard CIP-003-11 Cyber Security – Security Management Controls, 
· Letter Order approving Reliability Standard CIP-002-8
· FERC Order No. 912 Supply Chain Risk Management Reliability Standards
· FERC NOPR re: CIP-003-11 Cyber Security – Security Management Controls.
The participants agreed that there was likely not an impact on the WEQ Business Practice Standards and no need for supporting or complementary standard revisions are needed at this time.  
Discussions regarding NERC actions included: 
1. CIP-002-5.1a Cyber Security – BES Cyber System Categorization
0. CIP-002-8 Effective July 1, 2028
1. CIP-003-9 Cyber Security – Security Management Controls
1. CIP-003-10 Effective July 1, 2028
1. CIP-003-11 Effective July 1, 2029
1. CIP-004-7 Cyber Security – Personnel & Training
2. CIP-004-8 Effective July 1, 2028
1. CIP-005-7 Cyber Security – Electronic Security Perimeter(s)
3. CIP-005-8 Effective July 1, 2028
1. CIP-006-6 Cyber Security – Physical Security of BES Cyber Systems
4. CIP-006-7.1 Effective July 1, 2028
1. CIP-007-6 Cyber Security – System Security Management
5. CIP-007-7.1 Effective July 1, 2028
1. CIP-008-6 Cyber Security – Incident Reporting and Response Planning
6. CIP-008-7.1 Effective July 1, 2028
1. CIP-009-6 Cyber Security – Recovery Plans for BES Cyber Systems
7. CIP-009-7.1 Effective July 1, 2028
1. CIP-010-4 Cyber Security – Configuration Change Management and Vulnerability Assessments
8. CIP-010-5 Effective July 1, 2028
1. CIP-011-3 Cyber Security – Information Protection
9. CIP-011-4.1 Effective July 1, 2028
1. CIP-012-1 Cyber Security – Communications between Control Centers
10. CIP-012-2 Effective July 1, 2026
1. CIP-013-2 Cyber Security – Supply Chain Risk Management
11. CIP-013-3 Effective July 1, 2028
1. CIP-014-3 Cyber Security – Physical Security
1. CIP-015-1 Cyber Security – Internal Network Security Monitoring
13. Effective October 1, 2028
Based on the review, the subcommittee agreed to continue to monitor and evaluate any revisions finalized by NERC in response to FERC Order No. 912.  The participants agreed that there was likely not an impact on the WEQ Business Practice Standards and no need for supporting or complementary standard revisions are needed at this time.  
Discussion concerning other cybersecurity activities included:
· U.S. DoE Office of Cybersecurity, Energy Security, and Emergency Response Strategic Plan
· CA/B Forum activities 
· Changes to the acceptance of code-signing certificates 
· Google Public Trust Infrastructure announcement 
· NIST Post-Quantum Encryption Algorithms; need to evaluate potential changes related to 2030 deprecation of RSA as part of 2026 review
· FIPS 203 Module-Lattice-Based-Key Encapsulation Mechanism
· FIPS 204 Module-Lattice-Based Digital Signature 
· IPS 205 Stateless Hash-Based Digital Signature
· FIPS 186-5 Digital Signature Standard
· NIST SP 800-57 Recommendation for Key Management: Part 1
· NIST SP 800-57 Recommendation for Key Management: Part 3 Application-Specific Key Management Guidance
· NIST SP 800-186 Recommendation for Discrete Logarithm-based Cryptography: Elliptic Curve Parameters
The participants agreed that there was likely not an impact on the WEQ Business Practice Standards and no need for supporting or complementary standard revisions are needed at this time.  

d.	Commentary/Rationale of Subcommittee(s)/Task Force(s):
See the following WEQ Cybersecurity Subcommittee Meeting Minutes:
· May 29, 2026
· June 29, 2026
· July 15, 2026
· August 6, 2026
· September 10, 2026
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