From: Dick Brooks 
Sent: Thursday, November 5, 2026 2:44 PM
To: naesbmail 
Subject: RE: NAESB WGQ Request for Formal Comments – Due Monday, December 7, 2026

Please accept these formal comments from Dick Brooks, CTO, Business Cyber Guardian a NAESB WEQ member.

I respectfully request that the sub-committee give serious consideration to the very real risks that swarms of AI Agents represent and consider using verifiable identities for each user, human and non-human (no password required), including AI Agents to help monitor for abnormal patterns and implement controls to immediately stop rogue agents from causing disruptions.

Any user, human or non-human, exhibiting abnormal behavior should be subject to appropriate actions to prevent their activity from causing harm to legitimate users of the Information Posting Websites.

Please consider the following facts with regard to AI Agents when considering to allow them access under a verifiable identity:

- AI Agents don't always follow the rules; they have been observed misbehaving
- AI Agents can create swarms and work cooperatively to attack a resource
- AI Agents have been observed "going rogue" without knowledge of the Agents Owner
- AI Agents are capable of launching thousands of AI Agent Bots that can easily overwhelm an Informational Posting Website
- AI Agents are not effectively blocked using IP address because of their ability to launch across multiple cloud operations and platforms using multiple, different IP addresses.
- Consider the lessons learned from other, successful REST API attacks affecting the industry


Please keep these concerns in mind as the standards language for 12.3.z proceeds.
NIST Design Tenents Agent Identity Management Systems: https://www.nist.gov/blogs/cybersecurity-insights/design-tenets-agent-identity-management-systems


Thanks,

Dick Brooks

