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North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

via posting
TO:
Wholesale Gas Quadrant (WGQ) Electronic Delivery Mechanisms (EDM) Subcommittee and Retail Markets Quadrant (RMQ) Information Requirements and Technical Electronic Implementation Subcommittee (IR/TEIS) Members and Interested Industry Parties
FROM: 
Elizabeth Mallett, NAESB Deputy Director
RE:
WGQ EDM Subcommittee and RMQ IR/TEIS Draft Meeting Minutes – July 22, 2020
DATE:

July 23, 2020
WHOLESALE GAS QUADRANT
RETAIL MARKETS QUADRANT

Electronic Delivery Mechanisms Subcommittee
Information Requirements and Technical Electronic Implementation Subcommittee

Conference Call with Web Casting

Wednesday, July 22, 2020 from 1:00 PM to 2:30 PM Central
DRAFT MINUTES
1.
Welcome
Mr. Spangler and Ms. Do opened the meeting and welcomed the participants.  Ms. Mallett provided the Antitrust and Other Meeting Policies reminder and conducted the introductions.  Mr. Spangler reviewed the draft agenda. Mr. Burden moved to adopt the draft agenda and Mr. McCord seconded the motion.  The motion passed without opposition.

The participants reviewed the May 21, 2020 draft meeting minutes.  A minor edit was made.  Mr. McCord offered minor edits and moved to adopt the revised draft minutes as final.  Ms. Do seconded the motion and the revised draft minutes were adopted as final.
The May 21, 2020 final meeting minutes are available at the following link: https://www.naesb.org//pdf4/wgq_edm_retail_ir_teis052120fm.doc.
2.
Discussion on 2019 RMQ Annual Plan Item 5.c & 2019 WGQ Annual Plan Item 6.c – Develop and/or modify the NAESB Business Practice Standards as needed to address Additional Findings and Considerations identified by Sandia National Laboratories
Mr. Spangler reviewed the Additional Findings Work Paper with the participants.  The work paper lists the recommendations from the Sandia National Laboratories (Sandia) surety assessment reports that were assigned to the WGQ EDM and the Retail IR/TEIS by the Board Critical Infrastructure Committee.  He stated that, during the last joint meeting, the subcommittees discussed the Sandia recommendation concerning whitelisting, the practice of adding IP addresses to a safelist.  The following language was drafted during that meeting:
Q11: Does NAESB require whitelisting?

A: NAESB Internet ET participants are encouraged to use whitelisting in EDI/EDM and FF/EDM transactions.  Whitelisting should not be considered for Customer Activities or Information Postings web sites.
Mr. Spangler stated that the language would be added to the Frequently Asked Questions (FAQ) in the WGQ/RMQ Internet Electronic Transport (IET) Manual.  He explained that the subcommittees should not consider whitelisting for the public sites, but it could be considered for the file-to-file scenarios.  He asked for any questions or further comments on the topic of whitelisting.  None were offered.

The participants discussed the recommendation that NAESB consider options to mitigate replay and amplification attacks.  Mr. Spangler explained that Sandia recognized two approaches – (a) reducing the envelope size of the automatic error notification messages to be smaller than the original requests, and (b) using rate limiting to ensure that error messages are sent at a rate that is lower than expected message processing speeds.  Mr. Burden stated that the subcommittee should exercise caution in the reduction of error messages sizes, as it could lead to unintended consequences with valid files.  Mr. Spangler stated that there are requests that could lead to up to 1,000 responses a minute.  He added that amplification attacks could be a small request with a large envelope.  
Mr. Sappenfield suggested that the participants look at the typical number of error messages received in a time period.  He suggested making the limit part of the Trading Partner Agreement.  For example, if one entity submits more than 500 error messages in five minutes, then it would be on notice that its submissions would be delayed.  Mr. Burden agreed that the limit should be made transparent and noted that, to avoid the appearance of discrimination, the limits must be the same for all trading partners.  The participants also briefly considered a third option, a round robin of error messages sent across all trading partners.
Mr. Spangler asked whether any of the participants or their companies had experienced the amplification and relay attacks described by Sandia.  No examples were offered.  He suggested that a high limit would rarely affect the valid responses.  The subcommittees agreed to discuss the rate-limiting approach with their IT staff to determine whether there is a way to measure the rates, whether the rates could be monitored in real-time, and any pros and cons that should be considered.  In responses to questions from participants, Mr. Spangler clarified that the question focuses on the rate at which error messages are sent automatically to trading partners, or sent at all.  He stated that the attack as described by Sandia would expect an automatic response, rather than a processed transaction such as a request for monthly storage information.

The participants moved to the next recommendation concerning “Refnum”.  While concluding that unused data fields can be leveraged to cause undefined system states that can lead to unwanted system behavior, Sandia suggested a survey review of the “Refnum” and “Refnum_Orig” to determine whether the data fields are still utilized.  Ms. Do explained that the fields were added at the request of the Texas ERCOT market and are used as a unique identifier that allows transactions to get a reply, to tie back a request to a response.  She explained that the field is still utilized in Texas and, across other markets, it is referred to as the Transaction Number.  Ms. Do stated that the field should be retained within the Retail Model Business Practices.
Mr. Spangler noted that the Refnum recommendation also suggested that NAESB conduct an annual review of data fields that are no longer utilized.  He asked whether that review should be incorporated into the annual review of the WGQ QEDM Manual (i.e., 2020 WGQ Annual Plan Item 2 – Review minimum technical characteristics in Appendices B, C, and D of the WGQ QEDM Manual, and make changes as appropriate).  Ms. Do agreed that the review would be useful.  Mr. Spangler stated that he would prepare suggested language for the Refnum issues offline.
3.
Other Business

Mr. Spangler and Ms. Do asked the participants to discuss rate-limiting with their internal IT staff to determine whether there is a way to measure the rates, whether the rates could be monitored in real-time, and any pros and cons that should be considered.  

During the next joint WGQ EDM and Retail IR/TEIS conference call, the participants will continue to discuss and possibly vote on the 2019 RMQ Annual Plan Item 5.c & 2019 WGQ Annual Plan Item 6.c – Develop and/or modify the NAESB Business Practice Standards as needed to address Additional Findings and Considerations identified by Sandia National Laboratories.
4.
Adjourn
Mr. Burden moved, seconded by Mr. McCord, to adjourn the meeting at 11:00 AM Central.  The motion passed with no opposition.
5.
Attendees
	First Name
	Last Name
	Organization

	Michelle
	Brocklesby
	Latitude Technologies LLC

	Christopher
	Burden
	Enbridge (U.S.) Inc.

	Valerie
	Crockett
	Tennessee Valley Authority

	Mary
	Do
	Znalytics

	Gloria
	Grabarczyk
	WEC Energy Group

	Mark
	Gracey
	Kinder Morgan Inc.

	Dinesh
	Harde
	Znalytics

	Rachel
	Hogge
	Dominion Energy Transmission, Inc.

	Nichole
	Lopez
	Kinder Morgan Inc.

	Elizabeth
	Mallett
	North American Energy Standards Board

	Steven
	McCord
	TC Energy Corporation

	Farrokh
	Rahimi
	OATI

	Keith
	Sappenfield
	Cheniere Creole Trail Pipeline

	Leigh
	Spangler
	Latitude Technologies LLC

	Michelle
	Straley
	The Energy Authority
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