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North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

via posting
TO:
Wholesale Gas Quadrant (WGQ) Electronic Delivery Mechanisms (EDM) Subcommittee and Retail Markets Quadrant (RMQ) Information Requirements and Technical Electronic Implementation Subcommittee (IR/TEIS) Members and Interested Industry Parties
FROM: 
Elizabeth Mallett, NAESB Deputy Director
RE:
WGQ EDM Subcommittee and RMQ IR/TEIS Final Meeting Minutes – August 19, 2019
DATE:

September 6, 2019
WHOLESALE GAS QUADRANT
RETAIL MARKETS QUADRANT

Electronic Delivery Mechanisms Subcommittee
Information Requirements and Technical Electronic Implementation Subcommittee

Conference Call with Web Casting

Monday, August 19, 2019 –2 :00 AM to 3:30 PM Central
FINAL MINUTES
1.
Welcome
Mr. Spangler welcomed the participants.  Ms. Mallett provided the antitrust and other meeting policies reminder and conducted the introductions.  Mr. Spangler reviewed the draft agenda.  The review of the meeting minutes was removed from the agenda.  Ms. Hogge moved, seconded by Mr. Burden, to adopt the revised draft agenda as final.  The motion passed without opposition.
2.
Begin Discussion on 2019 RMQ Annual Plan Item 6.a/2019 WGQ Annual Plan Item 6.a (Review the surety assessment performed by Sandia National Laboratories and determine if standard changes are necessary) and 2019 RMQ Annual Plan Item 6.b/2019 WGQ Annual Plan Item 6.b (Develop and/or modify the NAESB Business Practice Standards if needed to address any recommendations resulting from the surety assessment performed by Sandia National Laboratories)
Mr. Spangler explained that the Sandia National Laboratories (Sandia) completed its surety assessment report on the NAESB Business Practice Standards and Model Business Practices.  Received by NAESB on July 22, 2019, the final surety assessment report contains twelve security recommendations that have been prioritized and additional findings and considerations for NAESB to consider.  Altogether, the surety assessment is broken into four reports:  Assessment Report of the NAESB Business Operations Practices and Standards; Addendum Report - Threat-based Examination of NAESB Standards and Business Operations; Assessment Report of the NAESB Open Access Same-time Information Systems Standards; and Assessment Report of the NAESB Public Key Infrastructure Program.  
The Board Critical Infrastructure Committee (Board CIC) held two meetings on August 7 and August 14 to review the surety assessment and draft four surety assessment standard development activities and assignments documents: Surety Assessment Standard Development Activities and Assignments - PKI Report; Surety Assessment Standard Development Activities and Assignments - OASIS Report; Surety Assessment Standard Development Activities and Assignments - Business Operations Practices and Standards Report; and Surety Assessment Standard Development Activities and Assignments - Addendum Report.  The Chairs of the WGQ EDM and RMQ IR/TEIS, Leigh Spangler and Mary Do, created a Sandia Recommendations Document comprised of the joint assignments from the Board CIC to the RMQ IR/TEIS and WGQ EDM Subcommittees.
Mr. Spangler explained that Sandia assigned a level of severity for each vulnerability: (1) High – represents a systemic weakness which could allow an adversary to directly and/or covertly conduct malicious activity; (2) Moderate – represents a weakness which could allow an adversary to conduct malicious activity and cause considerable degradation of operations; or (3) Low – represents a weakness which could allow an adversary to conduct malicious activity and cause targeted or limited impact on the mission.  He stated that there are four high-level observations that Sandia finds critical.  The participants reviewed the Sandia Recommendations Document.

Issue #1: Mr. Spangler stated that the first high-level vulnerability identified refers to the vulnerable versions of communication protocols.  He stated that Sandia recommends that new versions of technologies and standards that include fixes or patches for known vulnerabilities (as opposed to simply adding new functionality) should be adopted within 30 days of their publication.  Mr. Pekar stated that it is not realistic to implement patches within thirty days, as a patch may break other parts of the system.  
Issue #2: Mr. Spangler stated that the second high-level vulnerability recommendation notes that “[s]ince existing systems may not be compatible with updated software packages or protocol versions, updates may be too expensive to utilize, or for other business related decisions, the assessment team recommends the owning organization notify their trading partners of any systems or software that have not been updated and the potential impact of utilizing the vulnerable system in the 30-day window. This allows business partners to assess the risk of conducting business over those legacy systems.”  Mr. Spangler stated that a standardized notifications system could be created. 
Issue #3: The participants noted that the next high-level Sandia recommendation was that NAESB review and upgrade the minimum requirement for SSL/TLS to Version 1.2 configured with Federal Information Processing Standards Publication (FIPS)-based cipher suites as a minimum.  Mr. Spangler stated that the NAESB Business Practice Standards currently speak to Secure Sockets Layer (SSL).  He noted that SSL has been deprecated and Transport Layer Security (TLS) is the security protocol in use today in version 1.2.  The NAESB standards do not point to TLS.
Issue #4: Mr. Spangler stated that the fourth high-level issue identified is similar to Issue #2 in terms of coordinating revisions with trading partners.

The participants briefly reviewed the remaining issues on the Sandia Recommendations Document.  Ms. Hogge stated that Sandia reviewed Version 3.0 of the NAESB WGQ Business Practices Standards and there have been several updates that may already be covered with the implementation of Version 3.1.  For example, TLS was added in Version 3.1 to address the vulnerability described in the report.  She stated that the patching recommendations may create issues with the back-end systems and in house systems cover certain communications with trading partners.  Ms. Hogge stated that any standards developed regarding those communications could be in conflict with internal policies.  Mr. Brooks stated that the NAESB EDM has been adopted by several electric companies, such as the Electric Reliability Council of Texas (ERCOT).  He cautioned that NERC also has patching standards and any developments in that realm within NAESB could be in potential conflict with the NERC standards.
Ms. McCain stated that NAESB WGQ Standard No. 4.1.15 states that NAESB standards will not go behind the firewall on setting security level standards.  Mr. Spangler noted that there is a similar standard within the RMQ Model Business Practices.  He stated that security has evolved into a larger concern than at the time the standards were first drafted and asked whether the subcommittees should consider revising those principles.  The participants considered whether the standards, if written today, would omit security aspects such as patching guidelines and whether the individual companies should continue to handle such security issues through their individual protocols.  Mr. Burden suggested moving the principle into the standards as a way to show that high-level security does not need to be made proscriptive.  

Ms. Crockett asked whether verification could be provided to show that individual companies are meeting the security issues, rather than taking no action on the issue.  She stated that a mechanism or procedure would be useful, rather than merely stating that the companies have handled the recommended action in each of their company protocols.  Ms. Hogge stated that if her customer wanted that assurance, then she would work with them; however, it may not be available to the public.  She stated that she would support making the principle a standard.  Mr. Connor stated that a principle typically becomes a principle because it could not be agreed upon to become a standard. Mr. Spangler asked whether WGQ Standard No. 4.1.15 could be modified to include elements that show a company is addressing the issue.  For example, language that states the patch should be installed “promptly.” Ms. Hogge stated that the term “generally available” should be added to the language.  Mr. Brooks suggested that the language of 4.1.15 include the phrase “individual organizations should address at a minimum the following:”  
Mr. Connor asked whether the Department of Energy would find moving the principle to a standard to be an acceptable response to a security vulnerability.  Mr. Rahimi stated that it is impossible to agree to a time limit on a patch that has not yet been issued.  Ms. Hogge stated that she would speak with her coworkers and examine the information in her company booklet.  Mr. Connor stated that it is his understanding that the FERC would like the industry to be more secure and, also, the Department of Energy, has asked NAESB to prioritize the Sandia effort.  Mr. Spangler explained that the profile of security and organizations has dramatically evolved over the years and may warrant further discussion.
3.
Other Business

The next joint RMQ IR/TEIS and WGQ EDM Subcommittees meeting has been scheduled for September 9, 2019.  Additionally, the WGQ EDM Subcommittee will hold a joint conference call with the WGQ Contracts and WGQ Business Practices Subcommittees on August 26, 2019 from 2:00 PM to 4:00 PM Central.
4.
Adjourn
The meeting adjourned at 3:41 PM Central on a motion by Mr. Burden.  The motion passed with no opposition.
5.
Attendees

	First Name
	Last Name
	Organization

	Michelle
	Brocklesby
	Latitude Technologies

	Dick
	Brooks
	Reliable Energy Analytics

	Christopher 
	Burden
	Enbridge (U.S.) Inc.

	Wesley 
	Carrols
	One Gas, Inc.

	Don 
	Coffin
	Green Button Alliance

	Pete
	Connor
	Representing American Gas Association

	Valerie
	Crockett
	Tennessee Valley Authority

	Mary
	Do
	Znalytics

	Micki
	Hoffee
	Northern Natural Gas

	Rachel
	Hogge
	Dominion Energy Transmission, Inc. 

	Tom
	Kraft
	ONEOK

	Nichole
	Lopez
	Kinder Morgan, Inc.

	Elizabeth
	Mallett
	North American Energy Standards Board

	Marcy
	McCain
	Enbridge (U.S.) Inc.

	Steven
	McCord
	TransCanada Pipelines Limited

	Jeff
	Pekar
	Enbridge (U.S.) Inc.

	Sheldan
	Perry
	Open Access Technology International, Inc.

	Farrokh
	Rahimi
	Open Access Technology International, Inc.

	Mahender
	Rajpal
	Enbridge (U.S.) Inc.

	Deepak
	Raval
	NiSource Inc.

	Keith
	Sappenfield
	Cheniere Corpus Christi Liquefaction

	Leigh
	Spangler
	Latitude Technologies
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